
From: Smith, Randy
To: Ralph, Anne; Landsbergen, David; Greenbaum, Rob
Cc: Sutherland, Sue; Reed, Katie; Smith, Randy; Griffiths, Rob; Miriti, Maria; Duffy, Lisa; Hunt, Ryan; Brown, Trevor;

Barnett, Kent
Subject: Proposal to establish a Graduate Certificate (type 3a and 3b) in Cybersecurity, Law, Policy, and Management
Date: Thursday, May 29, 2025 4:15:48 PM
Attachments: image001.png

Anne, David, and Rob:
 
The proposal from the John Glenn College of Public Affairs and the Moritz College of Law to establish
a Graduate Certificate (type 3a and 3b) in Cybersecurity, Law, Policy, and Management was
approved by the Council on Academic Affairs at its meeting on May 28, 2025. Thank you for
attending the meeting to respond to questions/comments.
 
No additional level of internal review/approval is necessary.  This action will be included in the
Council’s next Annual Activities Report to the University Senate (July 2025).
 
The Office of the University Registrar will work with on any implementation issues.
 
Please keep a copy of this message for your file on the proposal and I will do the same for the file in
the Office of Academic Affairs.
 
If you have any questions please contact the Chair of the Council, Professor Sue Sutherland (.43), or
me.
 
I wish you success with this important program development.
 
Randy
 

W. Randy Smith, Ph.D.
Vice Provost for Academic Programs
Office of Academic Affairs 

University Square South, 15 E. 15th Avenue, Columbus, OH 43201
614-292-5881 Office
smith.70@osu.edu
Assisted by:
Katie Reed
Executive Assistant
(614) 292-5672
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TO: Randy Smith, Vice Provost for Academic Programs 

FROM: Graduate School Curriculum Services 

DATE: 4/29/2025 

RE: Proposal to Establish a New 3a & 3b Graduate Certificate in Cybersecurity Policy, Law and 
Management in The John Glenn College of Public Affairs and the Moritz College 
of Law. 

The John Glenn College of Public Affairs in collaboration with the Moritz College of Law is 
proposing a New 3a & 3b Graduate Certificate in Cybersecurity Policy, Law and Management. 

The proposal was received by the Graduate School on 4/18/2025. The combined 
GS/CAA subcommittee first reviewed the proposal on 4/24/2025 and support its review by the 
Council on Academic Affairs. 



Proposal for Type 3a and 3b Graduate Certificate in
Cybersecurity Law, Policy, and Management

The John Glenn College of Public Affairs
The Moritz College of Law
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John Glenn College of Public Affairs

Robert T. Greenbaum
Associate Dean for Curriculum

350E Page Hall
1810 College Road

Columbus, OH 43210
614-292-9578

greenbaum.3@osu.edu
glenn.osu.edu

April 3, 2025

Vice Provost W. Randy Smith
Council on Academic Affairs
Office of Academic Affairs

Dear Randy:

Please find enclosed a proposal and supporting documentation for a new Type 3a
Stand Alone and 3b Embedded Graduate Certificate in Cybersecurity Law, Policy,
and Management (CLPM). This 15-credithour online certificate represents a
collaboration between the Glenn College, Moritz College, and the College of
Engineering.

The CLPM certificate fills an important gap in addressing the need to train public,
nonprofit, and private sector managers about the institutions governing cybersecurity
policy. Because cybersecurity is a public good, it must be collectively governed by
the public, nonprofit, and private sectors. Federal and state law and policy provide the
foundational formal rules for these governance systems. Managers must understand
these rules as they develop organizational policy and managerial strategies.

Cyber attacks have been increasing in intensity, and employers both nationally and in
Oho have been responding by posting increasing numbers of cybersecurity jobs. This
certificate should be popular both as a standalone certificate for managers who need
specialized training in cybersecurity and for current students looking to add a
credential in a growing field.

John Glenn College of Public Affairs Graduate Studies Committee voted
unanimously to approve the proposal on January 12, 2024. The proposal was
presented to the Glenn College faculty at its May 10, 2024, faculty/staff meeting.
After the meeting, the faculty voted online 22-1 to approve the proposal.

The Glenn College’s Graduate Studies Committee subsequently voted on September
12, 2024, to utilize this coursework to propose to the College of Engineering a
Cybersecurity Law, Policy, and Management track in the new Master of
Cybersecurity and Digital Trust degree (creating a third track option) and to create a
Cybersecurity Law, Policy, and Management Specialization in the Glenn College’s
Master of Public Administration and Management (MPAL) degree (creating a fifth
specialization option).



We are separately submitting our proposal to add the new specialization to the MPAL
degree, and the proposed new track will come through the College of Engineering.

We look forward to your review of the proposal.

Sincerely,

Robert T. Greenbaum
Professor



John Glenn College of Public Affairs

May 14, 2024

Dr. Mary Stromberger, PhD
Vice Provost for Graduate Education and
Dean of the Graduate School
250 University Hall
320 N. Oval Mall
Columbus, OH 43210

Dear Dr. Stromberger:

I am writing to inform you that on January 12, 2024, the Glenn College Graduate Studies
Committee voted unanimously to move forward with the proposal for a new stand-alone
certificate in Cybersecurity Law, Policy, and Management.

The committee believes that the certificate will help fill the increasing demand for
cybersecurity expertise in the public, private, and nonprofit sectors and provide significant
benefits to the community, state, and nation.

Sincerely,

James R. Landers
Associate Professor of Practice in Public Affairs, Enarson Fellow
Director of Graduate Professional Studies
210B Page Hall, 1810 College Rd, Columbus OH 43210
Email: landers.1@osu.edu



Anne E. RalphAssociate Dean for Academic Affairs &Strategic InitiativesMorgan E. Shipman Professor in LawTel: 614-247-4797Email: ralph.52@osu.edu

The Ohio State University • Moritz College of Law • 55 W. 12th Avenue • Columbus, Ohio 43210

Robert T. Greenbaum
Professor, Associate Dean for Curriculum
John Glenn College of Public Affairs

March 23, 2025

Dear Professor Greenbaum:

I write to express the College of Law’s full support of the proposed new stand-alone certificate
on “Cybersecurity Law, Policy, and Management” (CLPM). This interdisciplinary certificate
meets an important need for training public, nonprofit, and private sector managers about the
institutions that currently govern cybersecurity policy.

It is our understanding that coursework for this specialization will be offered by the Glenn
College, the Department of Electrical and Computer Engineering, and the Moritz College of
Law. Once approved, the College of Law will be responsible for offering LAW 7805: Data
Privacy, Cyber Security Regulation and Compliance and LAW 7804: Law of Cyberspace. This
coursework will also be used as a new specialization in the Glenn College’s MPAL degree and
as a new track in the new Cybersecurity and Digital Trust master’s degree.

Please keep us informed of each step of the approval process. I look forward to our
continued collaboration with the Glenn College on this and other curricular efforts.

Very truly yours,

Anne Ralph
Associate Dean for Academic Affairs & Strategic Initiatives
Morgan E. Shipman Professor in Law
The Ohio State University Moritz College of Law
ralph.52@osu.edu /614-247-4797

mailto:ralph.52@osu.edu


 
 

 

 

 

 

 

 
 
 
Memo 

 
To:  Randy Smith, Vice Provost for Academic Programs, Office of Academic Affairs 
From:  Rosie Quinzon-Bonello, Assistant Dean for Curriculum and Assessment  
Date:  April 18, 2025 
 
Re:  Revision to the Master of Public Administration and Leadership Degree 
____________________________________________________________________________ 
 
The College of Engineering supports the proposal submitted by the  John Glen College of Public 
Affairs to establish a Cybersecurity Specialization in the Master of Public Administration and 
Leadership Degree. 
 
Yours sincerely, 

 
Rosie Quinzon-Bonello 

College of Engineering 

Undergraduate Education & Student Services 

122 Hitchcock Hall 
2070 Neil Avenue 

Columbus, OH 43210-1278 
 

614-292-2651 Phone 
614-292-9379 Fax 

engineering.osu.edu 



From: Armstrong, Julia
To: Quinzon-Bonello, Rosario; Greenbaum, Rob
Cc: LIN, Zhiqiang
Subject: RE: Correction - RE: cybersecurity degree
Date: Thursday, April 10, 2025 11:17:44 AM
Attachments: image001.png

Hello Rosie –
ICDT Supports the new the Embedded Graduate Certificate in Cybersecurity Law, Policy, and
Management (CLPM). In addition, we also support he addition of the new specialization to the
MPAL degree through the College of Engineering.
 
In the near future, I hope we will also be proposing a revision to the MCDT degree to include
options in Cybersecurity Law, Policy, and Management for the students in that program.

Best,
Julia
 
Julia Armstrong, PMP
Managing Director, Institute for Cybersecurity and Digital Trust   
College of Engineering, The Ohio State University 
599 Dreese Labs, 2015 Neil Ave., Columbus, OH 43210 
614-688-1909 Office 
armstrong.798@osu.edu        icdt.osu.edu      

 
From: Quinzon-Bonello, Rosario <quinzon-bonello.1@osu.edu> 
Sent: Thursday, April 10, 2025 9:18 AM
To: Armstrong, Julia <armstrong.798@osu.edu>; Greenbaum, Rob <greenbaum.3@osu.edu>
Subject: Correction - RE: cybersecurity degree

 
I got ECE mixed up with another proposal they are a part of.
I still need to hear from both ECE and CSE regarding the cross-listed course.
 
 
 
Julia –
 
I have heard from ECE, just waiting for CSE.
If I can have a brief statement that ICDT supports the proposal, that would be great.
Email is fine.
 
Rosie
 

From: Armstrong, Julia <armstrong.798@osu.edu> 
Sent: Wednesday, April 9, 2025 6:07 PM

mailto:armstrong.798@osu.edu
mailto:quinzon-bonello.1@osu.edu
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To: Greenbaum, Rob <greenbaum.3@osu.edu>; Quinzon-Bonello, Rosario <quinzon-
bonello.1@osu.edu>
Subject: RE: cybersecurity degree

 
Hi Rob –
Yes, I can confirm that the intro class is offered by the ECE department each AU and SP (and is
a large course! I believe between 75-90 enrolled each term?)
 
I’ve lost track of some of the emails. Is there anything you need from me/ICDT to confirm
support?
Julia
 
Julia Armstrong, PMP
Managing Director, Institute for Cybersecurity and Digital Trust   
College of Engineering, The Ohio State University 
599 Dreese Labs, 2015 Neil Ave., Columbus, OH 43210 
614-688-1909 Office 
armstrong.798@osu.edu        icdt.osu.edu      

 
 
From: Greenbaum, Rob <greenbaum.3@osu.edu> 
Sent: Wednesday, April 9, 2025 4:39 PM
To: Quinzon-Bonello, Rosario <quinzon-bonello.1@osu.edu>
Cc: Armstrong, Julia <armstrong.798@osu.edu>
Subject: RE: cybersecurity degree

 
Hi Rosie,
 
Yes – that sounds great – thanks for your help!
 
Do you know if the plan is still for that Intro to Cybersecurity class to be offered each
Autumn and Spring?
 
Rob
 

Robert T. Greenbaum
Associate Vice Provost for Academic Programs
Office of Academic Affairs
Professor, Associate Dean for Curriculum 
John Glenn College of Public Affairs 
350E Page Hall, 1810 College Road, Columbus, OH 43210
614-292-9578 Office / 614-292-2548 Fax
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https://glenn.osu.edu/rob-greenbaum
Pronouns: he/him/his

 
 
 
From: Quinzon-Bonello, Rosario <quinzon-bonello.1@osu.edu> 
Sent: Wednesday, April 9, 2025 3:17 PM
To: Greenbaum, Rob <greenbaum.3@osu.edu>
Cc: Armstrong, Julia <armstrong.798@osu.edu>
Subject: RE: cybersecurity degree

 
Hi Rob,
 
I talked to Dave about this today.
I have just copied you on an email I send to ECE and CSE curriculum reps.
Dave has requested that once I receive concurrence from ICDT and the two departments, I will write
up a memo indicating college support and send it to you.
 
Does that work for you?
 
Thanks,
 
Rosie
 

Rosario (Rosie) Quinzon-Bonello, M.Ed.
Assistant Dean for Curriculum and Assessment
College of Engineering 
122 Hitchcock Hall, 2070 Neil Ave.
Columbus, OH 43210
quinzon-bonello.1@osu.edu
engineering.osu.edu
 
 
 
 
 
 

From: Greenbaum, Rob <greenbaum.3@osu.edu> 
Sent: Wednesday, April 9, 2025 12:58 PM
To: Quinzon-Bonello, Rosario <quinzon-bonello.1@osu.edu>
Cc: Ralph, Anne <ralph.52@osu.edu>
Subject: RE: cybersecurity degree

https://glenn.osu.edu/rob-greenbaum
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mailto:armstrong.798@osu.edu
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Hi Rosie,
 
I’m just following up regarding whether there is something more I should do to get our
proposals to the two chairs for concurrence so we can hit Spring deadlines for curricular
review (I think the Grad School/CAA curriculum committee meets soon).
 
I’ve attached a newer version of the MPAL proposal that combined the two documents. 
We plan to submit that simultaneously with the certificate proposal, which is a more
complete proposal.  I’ve attached that again and revised my letter at the front now
reflect that we are submitting both together.
 
Thanks!
 
Rob
 

Robert T. Greenbaum
Associate Vice Provost for Academic Programs
Office of Academic Affairs
Professor, Associate Dean for Curriculum 
John Glenn College of Public Affairs 
350E Page Hall, 1810 College Road, Columbus, OH 43210
614-292-9578 Office / 614-292-2548 Fax

https://glenn.osu.edu/rob-greenbaum
Pronouns: he/him/his

 
 
 
From: Tomasko, David <tomasko.1@osu.edu> 
Sent: Friday, April 4, 2025 8:16 AM
To: Armstrong, Julia <armstrong.798@osu.edu>; Greenbaum, Rob <greenbaum.3@osu.edu>
Cc: Ralph, Anne <ralph.52@osu.edu>; Quinzon-Bonello, Rosario <quinzon-bonello.1@osu.edu>
Subject: Re: cybersecurity degree

 
Sorry I haven't been able to keep up with this.  
 
Do the grad studies chairs in ECE and CSE know about the use of the course in this
certifiate?  If not, we should at least inform them and give them a change to review the
proposal.  I'd like to have buy in from ICDT (assume its there) and these two programs to
put in a concurrence letter.

https://glenn.osu.edu/rob-greenbaum
mailto:tomasko.1@osu.edu
mailto:armstrong.798@osu.edu
mailto:greenbaum.3@osu.edu
mailto:ralph.52@osu.edu
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Julia - I don't know which meeting on monday you are referring to.  Sorry.  There are no
committee meetings on my calendar at the moment.
 
David
 
---
David L. Tomasko
Associate Dean for Academic Programs & Student Services
Professor of Chemical & Biomolecular Engineering
The Ohio State University
If you have a zoom meeting scheduled with me: https://osu.zoom.us/my/davidtomasko

Executive Assistant: Winnie Sampson
sampson.38@osu.edu
614-688-4602
 
If one accepts that without deeply understanding and being a part of society then one cannot
develop meaningful solutions to the problems it presents, then current demographic
trends in engineering are an actual threat to the profession.

From: Armstrong, Julia <armstrong.798@osu.edu>
Sent: Thursday, April 3, 2025 5:37 PM
To: Greenbaum, Rob <greenbaum.3@osu.edu>; Tomasko, David <tomasko.1@osu.edu>
Cc: Ralph, Anne <ralph.52@osu.edu>
Subject: RE: cybersecurity degree

 
Thank you Rob.

David – can you confirm this is on Monday’s agenda?
 
(Also, I haven’t heard about the time. Does that mean those who are proposing do not need to
be there? In addition to this, there are also two new cybersec courses in the queue)
 
Cheers,
Julia
 
 
Julia Armstrong, PMP
Managing Director, Institute for Cybersecurity and Digital Trust   
College of Engineering, The Ohio State University 
599 Dreese Labs, 2015 Neil Ave., Columbus, OH 43210 
614-688-1909 Office 
armstrong.798@osu.edu        icdt.osu.edu      

 
From: Greenbaum, Rob <greenbaum.3@osu.edu> 
Sent: Wednesday, April 2, 2025 11:49 AM

https://osu.zoom.us/my/davidtomasko
mailto:sampson.38@osu.edu
mailto:armstrong.798@osu.edu
mailto:greenbaum.3@osu.edu
mailto:tomasko.1@osu.edu
mailto:ralph.52@osu.edu
mailto:armstrong.798@osu.edu
http://icdt.osu.edu/
mailto:greenbaum.3@osu.edu


To: Armstrong, Julia <armstrong.798@osu.edu>; Tomasko, David <tomasko.1@osu.edu>
Cc: Ralph, Anne <ralph.52@osu.edu>
Subject: RE: cybersecurity degree

 
Hi David,
 
Attached is the most recent version of the collaborative graduate certificate proposal. 
I’d love to include a letter from you similar to Anne’s letter on page 3.  Other than your
letter, and the Registrar Sheet, I think it’s ready to go.
 
We’re also planning to send up an additional Cybersecurity Law, Policy, and
Management specialization in our MPAL degree, with the ECE 5561/CSE 5471 intro
course as the required course plus three additional courses from Moritz and Glenn, as
long as you are okay with our including the Intro class as part of the program.
 
Thanks,
 
Rob
 

Robert T. Greenbaum
Associate Vice Provost for Academic Programs
Office of Academic Affairs
Professor, Associate Dean for Curriculum 
John Glenn College of Public Affairs 
350E Page Hall, 1810 College Road, Columbus, OH 43210
614-292-9578 Office / 614-292-2548 Fax

https://glenn.osu.edu/rob-greenbaum
Pronouns: he/him/his

 
 
 
From: Armstrong, Julia <armstrong.798@osu.edu> 
Sent: Monday, March 31, 2025 9:14 PM
To: Greenbaum, Rob <greenbaum.3@osu.edu>; Tomasko, David <tomasko.1@osu.edu>
Cc: Ralph, Anne <ralph.52@osu.edu>
Subject: RE: cybersecurity degree

 
David –
Should we set up a time for us all to discuss? Or is it possible to use this document to get on
the upcoming CCAA agenda? (and we can discuss in the meantime)
 

mailto:armstrong.798@osu.edu
mailto:tomasko.1@osu.edu
mailto:ralph.52@osu.edu
https://glenn.osu.edu/rob-greenbaum
mailto:armstrong.798@osu.edu
mailto:greenbaum.3@osu.edu
mailto:tomasko.1@osu.edu
mailto:ralph.52@osu.edu


I’d like to see this happen, though I still have some questions about how to best frame the
write up.

Julia
 
 
Julia Armstrong, PMP
Managing Director, Institute for Cybersecurity and Digital Trust   
College of Engineering, The Ohio State University 
599 Dreese Labs, 2015 Neil Ave., Columbus, OH 43210 
614-688-1909 Office 
armstrong.798@osu.edu        icdt.osu.edu      

 
 
From: Greenbaum, Rob <greenbaum.3@osu.edu> 
Sent: Friday, March 28, 2025 12:02 PM
To: Armstrong, Julia <armstrong.798@osu.edu>; Tomasko, David <tomasko.1@osu.edu>
Cc: Ralph, Anne <ralph.52@osu.edu>
Subject: RE: cybersecurity degree

 
Hi Julia and David,
 
Please find attached a brief proposal for the new track.
 
Regarding a. below, we also advocate for providing the students the option to add a third
transciptable track to the degree.  Each track is only 6 credit hours, and students
currently have 9 hours of electives, so students could easily fit in three tracks and still
have an elective.
 
Please let us know if you need anything else from us to consider the proposal.
 
In terms of after your committee approves this, I’m still trying to get clarity from the
Graduate School regarding next steps (we are also trying to add a cybersecurity
specialization to our MPAL degree).  Maria Miriti’s latest guidance was as follows:
 
The most important information to be communicated is the rationale for the specialization, the
requirements, impacts on students and any administrative changes.  There is a 4 week lead
time for endorsement, but you should be ready to offer this come fall no matter what.  Our next
meeting is April 18 and then again at the end of May.
 
Also, David – would you be willing to provide us a letter supporting our proposed

mailto:armstrong.798@osu.edu
http://icdt.osu.edu/
mailto:greenbaum.3@osu.edu
mailto:armstrong.798@osu.edu
mailto:tomasko.1@osu.edu
mailto:ralph.52@osu.edu


Graduate Certificate in Cybersecurity, Law, Policy, and Management and MPAL
specialization in Cybersecurity Law, Policy, and Management?  Both require
 
ECE 5661/CSE 5471 - Introduction to Cybersecurity
 
Thanks much!
 
Rob
 

Robert T. Greenbaum
Associate Vice Provost for Academic Programs
Office of Academic Affairs
Professor, Associate Dean for Curriculum 
John Glenn College of Public Affairs 
350E Page Hall, 1810 College Road, Columbus, OH 43210
614-292-9578 Office / 614-292-2548 Fax

https://glenn.osu.edu/rob-greenbaum
Pronouns: he/him/his

 
 
 
From: Armstrong, Julia <armstrong.798@osu.edu> 
Sent: Friday, March 14, 2025 10:52 AM
To: Greenbaum, Rob <greenbaum.3@osu.edu>
Cc: Tomasko, David <tomasko.1@osu.edu>
Subject: RE: cybersecurity degree

 
Hi Rob –
I was buried in other MCDT related work this month with the recent approvals. Now is
definitely the time to propose your additions. I believe the College needs to have these by the
end of the month. Paperwork includes 3 items:

1. a short document on how the MCDT curricular plan would adjust to allow students to
choose 2 of the 3 tracks. This may or may not be met with resistance.

2. A short document requesting the addition of elective courses - should be smooth
sailing.

3. A document that lists each course short description ( and I think they’ll also want a
course syllabus for each)

 
I’m cc’ing David Tomasko to help me work through this. I would love to see it happen, but need
a little guidance on how we can do this through the CCAA.
 

https://glenn.osu.edu/rob-greenbaum
mailto:armstrong.798@osu.edu
mailto:greenbaum.3@osu.edu
mailto:tomasko.1@osu.edu


Julia
 
PS Thank you for that program listing for Ohio. No, I had not seen! That’s quite helpful.
 
Julia Armstrong, PMP
Managing Director, Institute for Cybersecurity and Digital Trust   
College of Engineering, The Ohio State University 
599 Dreese Labs, 2015 Neil Ave., Columbus, OH 43210 
614-688-1909 Office 
armstrong.798@osu.edu        icdt.osu.edu      

 
 
From: Greenbaum, Rob <greenbaum.3@osu.edu> 
Sent: Monday, March 3, 2025 9:54 AM
To: Armstrong, Julia <armstrong.798@osu.edu>
Subject: cybersecurity degree

 
Hi Julia,
 
Congratulations on the new degree finally being approved!
 
We’re working to get our certificate in the approval pipeline very soon.  Say, do you know
what we need to do to propose our track to be added to the degree?  Do you have any
feedback on what we are proposing?  Our proposed additions are in red in the attached
document.
 
Also, in case it is helpful for your work to create an undergraduate degree, a colleague
shared the attached list of programs in Ohio.  I’m not sure who created it  - maybe it even
came from you?
 
Take care,
 
Rob
 

Robert T. Greenbaum
Associate Vice Provost for Academic Programs
Office of Academic Affairs
Professor, Associate Dean for Curriculum 
John Glenn College of Public Affairs 
350E Page Hall, 1810 College Road, Columbus, OH 43210
614-292-9578 Office / 614-292-2548 Fax

mailto:armstrong.798@osu.edu
http://icdt.osu.edu/
mailto:greenbaum.3@osu.edu
mailto:armstrong.798@osu.edu


https://glenn.osu.edu/rob-greenbaum
Pronouns: he/him/his
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From: Williamson, Donald
To: Greenbaum, Rob; Quinzon-Bonello, Rosario
Cc: Qin, Feng
Subject: Re: cybersecurity degree
Date: Friday, April 18, 2025 7:34:26 AM
Attachments: image001.png
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Hi everyone,
 
The CSE curriculum committee is fine with inclusion of this course within the proposed
program.
 
Best, 
 
Donald S. Williamson
Associate Professor
Director, The ASPIRE Group
Affiliated faculty, Translational Data Analytics Institute
Computer Science and Engineering
493 Dreese Labs, 2015 Neil Ave, Columbus, OH 43210
williamson.413@osu.edu 
 

 

From: Greenbaum, Rob <greenbaum.3@osu.edu>
Date: Wednesday, April 16, 2025 at 1:39 PM
To: Williamson, Donald <williamson.413@osu.edu>, Qin, Feng <qin.34@osu.edu>
Cc: Quinzon-Bonello, Rosario <quinzon-bonello.1@osu.edu>
Subject: RE: cybersecurity degree

Thanks much for this update. 
 
The Graduate School indicated that we should be okay in terms of timing for their last
meeting of the year if we can submit the proposals before Friday, so that timing works
well.
 
Rob
 

Robert T. Greenbaum
Associate Vice Provost for Academic Programs
Office of Academic Affairs
Professor, Associate Dean for Curriculum 

mailto:williamson.413@osu.edu
mailto:greenbaum.3@osu.edu
mailto:quinzon-bonello.1@osu.edu
mailto:qin.34@osu.edu
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John Glenn College of Public Affairs 
350E Page Hall, 1810 College Road, Columbus, OH 43210
614-292-9578 Office / 614-292-2548 Fax

https://glenn.osu.edu/rob-greenbaum
Pronouns: he/him/his

 
 
From: Williamson, Donald <williamson.413@osu.edu> 
Sent: Wednesday, April 16, 2025 1:09 PM
To: Qin, Feng <qin.34@osu.edu>
Cc: Quinzon-Bonello, Rosario <quinzon-bonello.1@osu.edu>; Greenbaum, Rob
<greenbaum.3@osu.edu>
Subject: Re: cybersecurity degree
 

Hi Feng and Rob,
 
I’m hoping to finalize a response for this within the next day or so. I shared with CSE’s
curriculum committee earlier, and I reached out to them for any feedback. I’ll let you know if
there are any questions or comments to share.
 
Best, 
 
Donald S. Williamson
Associate Professor
Director, The ASPIRE Group
Affiliated faculty, Translational Data Analytics Institute
Computer Science and Engineering
493 Dreese Labs, 2015 Neil Ave, Columbus, OH 43210
williamson.413@osu.edu 
 

 

From: Qin, Feng <qin.34@osu.edu>
Date: Wednesday, April 16, 2025 at 11:34 AM
To: Williamson, Donald <williamson.413@osu.edu>
Cc: Quinzon-Bonello, Rosario <quinzon-bonello.1@osu.edu>
Subject: FW: cybersecurity degree

Hi Donald (cc’d Rosie),
 
You may have received this already. Any comments?
 
Best,
Feng

https://glenn.osu.edu/rob-greenbaum
https://the-aspire-group.github.io/
mailto:williamson.413@osu.edu
mailto:qin.34@osu.edu
mailto:williamson.413@osu.edu
mailto:quinzon-bonello.1@osu.edu


 

From: Quinzon-Bonello, Rosario <quinzon-bonello.1@osu.edu>
Date: Wednesday, April 16, 2025 at 11:13 AM
To: Qin, Feng <qin.34@osu.edu>
Subject: FW: cybersecurity degree

Hello Feng,
 
I think I maybe I should have the email below to you which concerns cross-listed courses ECE 5561 /
CSE 5471 Introduction to Cybersecurity,
I have heard back from ECE granting concurrence to include ECE 5561 in the attached proposal
submitted by the Glen College of Public Affairs.
We are just waiting on CSE’s concurrence. Once I receive that, I can send off a memo of support
from the college.
 
Thanks,
Rosie
 

From: Quinzon-Bonello, Rosario 
Sent: Wednesday, April 9, 2025 3:14 PM
To: Ekici, Eylem <ekici.2@osu.edu>; Williamson, Donald <williamson.413@osu.edu>
Cc: Greenbaum, Rob <greenbaum.3@osu.edu>; Armstrong, Julia <armstrong.798@osu.edu>
Subject: FW: cybersecurity degree

 
Hello Eylem and Donald,
 
Attached is a proposal submitted by the John Glenn College of Public Affairs to establish a Type 3a
Stand Alone and 3b Embedded Graduate Certificate in Cybersecurity Law, Policy, and Management
(CLPM).
The curriculum includes the following cross-listed course
 
ECE 5561 / CSE 5471 Introduction to Cybersecurity
 
Please provide feedback / concurrence for the inclusion of this course in the proposal by Friday, April
18.
 
Thank you,
 
Rosie
 
 

 

mailto:quinzon-bonello.1@osu.edu
mailto:qin.34@osu.edu
mailto:ekici.2@osu.edu
mailto:williamson.413@osu.edu
mailto:greenbaum.3@osu.edu
mailto:armstrong.798@osu.edu


From: Ekici, Eylem
To: Quinzon-Bonello, Rosario; Williamson, Donald
Cc: Greenbaum, Rob; Armstrong, Julia
Subject: Re: cybersecurity degree
Date: Monday, April 14, 2025 9:29:30 AM

Hi Rosie,
 
I am fine with the inclusion of this course in the proposed certificate program.
 
Eylem
 
-- 
Dr. Eylem Ekici
 
Professor
Dept. of Electrical and Computer Eng.     Phone: (614) 292-0495
The Ohio State University                           Fax: (614) 292-7596
 
http://u.osu.edu/ekici                                    E-mail: ekici.2@osu.edu
 

 
 

From: Quinzon-Bonello, Rosario <quinzon-bonello.1@osu.edu>
Date: Wednesday, April 9, 2025 at 3:13 PM
To: Ekici, Eylem <ekici.2@osu.edu>, Williamson, Donald <williamson.413@osu.edu>
Cc: Greenbaum, Rob <greenbaum.3@osu.edu>, Armstrong, Julia
<armstrong.798@osu.edu>
Subject: FW: cybersecurity degree

Hello Eylem and Donald,
 
Attached is a proposal submitted by the John Glenn College of Public Affairs to establish a Type 3a
Stand Alone and 3b Embedded Graduate Certificate in Cybersecurity Law, Policy, and Management
(CLPM).
The curriculum includes the following cross-listed course
 
ECE 5561 / CSE 5471 Introduction to Cybersecurity
 
Please provide feedback / concurrence for the inclusion of this course in the proposal by Friday, April
18.
 
Thank you,
 
Rosie

mailto:ekici.2@osu.edu
mailto:quinzon-bonello.1@osu.edu
mailto:williamson.413@osu.edu
mailto:greenbaum.3@osu.edu
mailto:armstrong.798@osu.edu
http://u.osu.edu/ekici
mailto:ekici.2@osu.edu
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Proposal for a 
Type 3a and 3b Certificate in Cybersecurity Law, Policy, and 

Management 
 

Submitted by 
John Glenn College of Public Affairs 

Moritz College of Law 
 

To Be Approved by  
Faculty, John Glenn College of Public Affairs on 5/10/2024  

Graduate Studies Committee Approved on 01/12/2024 
 
 

Program Overview 
 

The John Glenn College and the Moritz College of Law propose a new stand-alone and 
embedded certificate on “Cybersecurity Law, Policy, and Management” (CLPM). The 
certificate is a 15-credit hour program. 
 
The certificate is interdisciplinary.  The introductory course on cybersecurity technical, 
social, and management issues would be offered by the Department of Electrical and 
Computer Engineering in the College of Engineering (COE). Students are then required to 
take four core courses, with the option of taking one elective to substitute for one core 
course. With careful planning, it is envisioned that students could complete the certificate 
in three semesters (one calendar year).  
 
The design of this proposed stand-alone certificate took into consideration the new 
collaborative College of Engineering Masters in Cybersecurity and Digital Trust degree.  
Therefore, the courses offered by the Glenn College and Moritz College will assume an 
introductory knowledge of the technical fundamentals of data, software, components, 
networks provided by the COE introductory course on cybersecurity. 
 

Rationale 
 

The CLPM certificate will fill help fill an important gap in addressing the need to train 
public, nonprofit, and private sector managers about the institutions that currently govern 
cybersecurity policy.  Cybersecurity is a public good and must be collectively governed 
by the public, nonprofit, and private sectors. Federal and state law and policy provide the 
foundational formal rules for these governance systems.  Managers must understand these 
rules as they develop organizational policy and managerial strategies. 
 
While cybersecurity threats begin with information and communications technology, the 
solutions are more than “technical.”  For many experts in the field, the most significant 
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cybersecurity threats are not technical in nature but are caused by human error. 
Technicians, policy makers, and managers must understand the legal mandates they 
should follow and understand how to implement these mandates using socio-technical 
solutions to manage the cybersecurity threats posed by human error. As the legal 
profession continues to specialize, the courses in the CLPM certificate could provide the 
opportunity for newly graduated attorneys to accelerate their careers. 
 
 

Certificate Objectives 

The CLPM is designed to meet the needs of those who are: 1) professional managers 
already working in the field who need additional specialized training in cybersecurity; 2) 
managers who are contemplating a career shift into this growing professional field; 3) 
technologists who want to develop increased competence in implementing technical 
solutions by taking complementary training in policy and management; 4) qualified 
graduates of undergraduate programs who have an interest in starting a career in 
cybersecurity; and 5) attorneys who see an opportunity in specializing in cybersecurity 
law and management.  Professionals completing this certificate will have a: 
 

1. A foundational understanding of the kinds of cybersecurity threats that exist 
through an introductory course on cybersecurity; 

2. A strong mental model of organizations as systems of “information flows” that 
will enable professionals to wholistically think about reducing the risk of 
cybersecurity threats as against other competing information processing needs of 
the organization through a course on Data Governance; 

3. A broad understanding of the law of cyberspace, especially the cutting-edge issues 
that arise from technological change with an emphasis on the Law of Privacy; 

4. A broad understanding of cybersecurity policy at the federal and state (Ohio) 
level; 

5. A “cognitive map” of the important organizations in managing cybersecurity 
including their roles and their interrelationships; 

6. A decision-making framework to support policymakers and managers in a 
complex legal, policy, engineering, and managerial environment where each 
domain has its own norms and ways of thinking.  The integrated framework 
provides the foundation to better understand the cybersecurity management tools 
that exist and how to use them.  
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Market Assessment 

A market assessment for the CLPM indicates that there is demand for graduates of this 
program. To address that demand, the CLPM could occupy a unique educational niche 
among State of Ohio online graduate programs. Two market assessments were completed 
each using a different source of data.  The first assessment was conducted by the Glenn and 
Moritz Colleges using data supplied by “Cyberseek”. The second assessment was conducted 
by OSO and is included as an Appendix. (Forthcoming). 
 
Market Demand 
 
Cyberattacks and cybersecurity are a growing problem. The F.B.I.’s Internet Cybercrime 
Complaint Center (IC3) reported that in 2022 it received “800,944 complaints, which is a 
5 percent decrease from 2021. However, the potential total loss has grown from $6.9 
billion in 2021 to more than $10.2 billion in 2022.”1  See Figure 1. The actual costs are 
probably far higher since it is well-known that there is a significant underreporting of 
crimes.2 Clearly, there is much work to be done and a growing need for graduates to fill 
the shortage of shortage of professionals to respond to these threats. 
 
Figure 1: Growth in Cybersecurity Complaints and Costs 

 
Source: https://www.ic3.gov 
 
“CyberSeek” is a joint effort of the National Institute of Standards and Technology 

 
1 U.S. Federal Bureau of Investigation, Internet Crime Complaint Center,  
“2022 Internet Crime Report” 
2https://www.researchgate.net/publication/368293083_Measuring_Cybercrime_and_Cyberdeviance_in_S
urveys 

https://www.ic3.gov/
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(NIST) and two workforce development companies to supply information on 
cybersecurity employment and training.3  This proposal conducted a market assessment 
using the Cyberseek website to determine both the growth in cybersecurity jobs and 
employment as well as the online graduate programs now offered in Ohio.  
 
Since 2010, there has been an 82% increase in the number of cybersecurity openings and 
a 60% increase in the size of the workforce for the State of Ohio. (Total Ohio Job 
Openings in 2023 are 166 and Total Ohio Employment is 267).  (Total National Job 
Openings in are 572,392 and Total National Employment is 1,178,662). See Figure 2.   
 
 
Figure 2: Growth in National and Ohio Cybersecurity Workforce 
 

 
Source: https://www.cyberseek.org/heatmap.html 
 
 
Market supply 
 
The Cyberseek website provided information on cybersecurity programs within Ohio. A 
search was conducted on the set of all online graduate programs in Ohio. The results 
indicated that the Glenn College / Moritz Certificate in Cybersecurity Law, Policy, and 
Management would be the only interdisciplinary program (Law / Policy and 
Management) offered in the State of Ohio.  See Table 1.  

 
3 https://www.cyberseek.org/index.html#partners 
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Table 1: Online Graduate Cybersecurity Programs in Ohio 
 

University Program Compare Credits Duration 
Cleveland 
State 
University 
College of 
Law 

Online 
Masters of 
Legal Studies 
in 
Cybersecurity 
and Data 
Privacy - 
Synchronous 
and 
Asynchronous 

Focus is on 
Law 

30 credits  

Findlay 
University 

Master’s 
Online and 
On-campus 

No law policy, 
three 
management 
courses 

12 2 core 
courses, 2 
electives 

2 years 

University of 
Cincinnati 
 

Certificate (or 
as part of 
Masters in 
Information 
Technology) 

Engineering 12 credits, 4 
required  

Full-time or 
part-time 
option 

Wright State 
University 
 

Master of 
Science in 
Cybersecurity 

Technical but 
does require 
introduction to 
information 
security 
(similar to 
ECE 5651) and 
offers elective 
Legal Aspects 
of 
Cybersecurity 

30 credits  

 

Source: Identification of Programs taken from Cyberseek website: 
https://www.cyberseek.org/heatmap.html.  Program information on degree offered credit 
hours taken from scan of individual university program websites. 
  

https://onlinelaw.csuohio.edu/
https://onlinelaw.csuohio.edu/
https://onlinelaw.csuohio.edu/
https://onlinelaw.csuohio.edu/
https://onlinelaw.csuohio.edu/
https://onlinelaw.csuohio.edu/
https://www.findlay.edu/sciences/applied-security-analytics-masters/
https://www.findlay.edu/sciences/applied-security-analytics-masters/
https://www.findlay.edu/sciences/applied-security-analytics-masters/
https://cech.uc.edu/schools/it/grad-programs/masters-information-technology/Master-of-Science-in-Information-Technology.html
https://cech.uc.edu/schools/it/grad-programs/masters-information-technology/Master-of-Science-in-Information-Technology.html
https://cech.uc.edu/schools/it/grad-programs/masters-information-technology/Master-of-Science-in-Information-Technology.html
https://engineering-computer-science.wright.edu/computer-science-and-engineering/master-of-science-in-cyber-security
https://engineering-computer-science.wright.edu/computer-science-and-engineering/master-of-science-in-cyber-security
https://engineering-computer-science.wright.edu/computer-science-and-engineering/master-of-science-in-cyber-security
https://www.cyberseek.org/heatmap.html
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Curriculum 
 

The CPLM is intentionally designed to fill a curricular gap and meet the needs of those 
who are: 1) professional managers already working in the field who need additional 
specialized training in cybersecurity; 2) managers who are contemplating a career shift 
into this growing professional field; and 3) technologists who want to develop increased 
competence in implementing technical solutions by taking complementary training in 
policy and management; 4) qualified graduates of undergraduate programs who have an 
interest in starting a career in cybersecurity; and 5) attorneys who see an opportunity in 
specializing in cybersecurity law and management. 
 
The CLPM is a fifteen-credit certificate.  All students are required to take the Introduction 
to Cybersecurity course offered by the College of Engineering. Students must then take 
four more courses.  Three of those additional courses must be core courses. Students can 
take one elective course to substitute for a core course. See Table 2 below. 
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Table 2: CLPM Curricular Plan 
 

Core Courses 
College of Engineering (3 credits) 

ECE 5561/CSE 5471 - Introduction to Cybersecurity 
Introduction to cybersecurity. Technical fundamentals of data, software, component, 
network, and system security. Cybersecurity from an organizational and societal 
viewpoint, including human factors.  
 

Glenn College Moritz College 4 
PUBAFRS 5510 – Cybersecurity Law, 
Management, and Policy (3) (New 
Cybersecurity Course) 
 
Designing and managing a robust 
cybersecurity architecture using law, 
policy, and management. 
 

LAW 7804 - Law of Cyberspace (3) 
 
Allows students with varying backgrounds 
to confront the cutting-edge legal issues 
that arise from technological change and 
the Internet. 

PUBAFRS 5570 - Data & Information 
Governance (3) (New Cybersecurity 
Course) 
 
Concepts and skills to manage 
cybersecurity from a data governance 
perspective. 
 

LAW 7805 - Data Privacy, Cyber 
Security Regulation and Compliance (3) 
This course examines the legal, policy, 
and operational management issues related 
to data privacy and data protection.  

 
 

Elective Courses 
PUBAFRS 5770 – Risk and Decision Analysis (3 credits) 
PUBAFRS 6050 - Managing Public Organizations (4 credits) 
PUBAFRS 6055 - Judgement in Managerial Decision-Making (2 credits) 
PUBAFRS 6530 – Negotiation (1 credits) 
PUBAFRS 7553 – Nonprofit Management and Governance (3 credits) 
PUBAFRS 7555 – Project Management (3 credits) 
PUBAFRS 7600 – Federal Policy and Management (3 credits) 
 
  

 
4 While the Moritz classes are 7000-level classes, these classes are open to students outside of the Moritz 
College and are generally more accessible to the layperson than required classes in the JD program. 
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Glenn College and Moritz College faculty or instructors with professional experience in a 
related field will teach the courses.  Glenn College courses will be taught online 
asynchronously while Moritz College courses will be taught online synchronously.  
Recordings of the Moritz College classes will be made available for students who cannot 
attend during the scheduled class hours. 

 

Assessment 
 
Assessing whether the certificate is meeting the certificate objectives and accreditation 
requirements will be undertaken separately for each college given their differing 
accreditation requirements. 
 
 
Moritz College of Law 
 
The College requires students in the M.S.L. program to take two required courses, designed to 
help students gain a basic understanding of the legal system and achieve the program learning 
goals outlined below. The College examines student feedback from the student evaluation of 
instruction instrument used by the law school. Finally, the staff of the M.S.L. program seeks 
individual feedback from students to improve the programming and counseling provided to 
student each year. All this information is regularly used to monitor and improve the quality of the 
program. 
 
The College’s MSL program assessment plan includes the following outcomes and assessment 
methods: 
 

• Outcome 1: Basic understanding of the legal system. Students in the Masters for the 
Study of Law program will gain a basic understanding of law, legal institutions, and legal 
culture, including essential substantive and procedural elements. 

o Students are required to demonstrate achievement of this outcome by successfully 
completing the Intro to the US Legal System, LAW-8525 (3 credits) and Legal 
Research and Writing, LAW-8550 (3 credits). 
 

• Outcome 2: Legal Doctrine and Substantive Knowledge. Professionals working in and 
adjacent to law use specialized words and concepts. To work effectively in a field related 
to law, a professional must understand core legal concepts and specialized doctrine in the 
legal practice area. Legal "doctrine," moreover, encompasses more than the black-letter 
rules in a field; it includes the ambiguities and open issues within that field. 

o Students receive substantive knowledge and legal doctrine through the Intro to the 
US Legal System course. In addition, all MSL students must receive passing 
scores in the Legal Research and Writing course, which includes foundational 
instruction in legal writing, research, and analysis and substantial writing 
assignments. Students’ achievement of this outcome are assessed in those 
courses.   

o The College evaluates the effectiveness of the program in part through the 
feedback students provide for each class with regard to the quality of the course 
and instructor and the critical thinking skills developed. 
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• Outcome 3: Ability to Use Law-Related Materials and Processes. Lawyers use 

specialized materials, including judicial opinions, statutes, regulations, contracts, etc. 
Professionals working in fields related to law will benefit by knowing how to find, 
interpret, and apply the materials relevant to their work. Similarly, lawyers participate in a 
large number of law-related processes. Professionals in allied fields should be familiar 
with the legal processes they will encounter in their areas of expertise. 

o Students develop these skills in, among other courses, Legal Research and 
Writing. In addition, all MSL students must receive passing scores in the Legal 
Research and Writing course, which includes foundational instruction in legal 
writing, research, and analysis and substantial writing assignments. 
 

• Outcome 3: Critical Thinking and Problem-solving. Lawyers think critically about 
problems. Most lawyers use at least four types of critical thinking: (1) deductive 
reasoning, (2) cost-benefit analysis, (3) thinking by analogy, and (4) viewing problems 
from competing perspectives. Professionals in fields associated with law should recognize 
and be able to apply these thought processes to the problems that arise in their field. 

o Most courses in the MSL program cover these areas of critical thinking to varying 
degrees, but are highlighted in through the Intro to the US Legal System course 
and applied in the Legal Research and Writing course, and students’ achievement 
of this outcome are assessed in those courses.   
 

• Outcome 4: Communication. Legal work relies upon many communication methods that 
include both receiving information and imparting it. To work effectively in a field related 
to law, other professionals must communicate effectively with lawyers. 

o Most courses in the MSL program include assignments that require students to 
develop and demonstrate communication skills. These skills are most rigorously 
developed and assessed in the Legal Research and Writing course. 

 
 
John Glenn College of Public Affairs 
 
Upon completion of CLPM, students meet the following program leaning objectives at an 
intermediate level as they will be better prepared to 
 

• Policy 3 – Understand the legal foundations of policy and management in the 
public sector. 

• Policy 8 - Understand legal reasoning. 
• Policy 9 – Understand how the law can be used to achieve public goals. 
• Mgt 1 – Manage and lead public organizations towards policy goals. 
• Mgt 5 – Engage in strategic planning for public organizations. 
• Mgt 8 – Manage innovation and change. 
• Methods 2 – Manage storage and retrieval of data. 
• Methods 3 – Understand the role of information technology in managing and 

leading an organization. 
 

Direct assessment: Students will be assessed through examinations, in-class, and out-of-
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class exercises. Each assessment tool will be mapped to one or more of the above 
curricula learning goals. Instructors will assess whether students exceed/meet/do not meet. 
This will be performed annually and modifications to the curriculum will be made based 
on the results of these assessments. 
 
Indirect assessment: The Glenn College will track the careers of the CLPM alumni.  A 
post-program survey of students that investigates areas for improvement in the curriculum 
will also be conducted.   
 

Eligibility 
 

Admission to, performance in, and exit standards for the certificate are consistent with the 
Graduate School’s standards for admission and progression. Admission requirements 
include a baccalaureate degree from an accredited institution with a minimum cumulative 
GPA of 3.0 (on a 4.0 scale or equivalent) for the last bachelor's or advanced degree 
earned. Personal statements require articulation of how the certificate is consistent with 
the applicant’s professional and career goals. Students from international undergraduate 
institutions are recommended to score at least a 100 in the TOEFL iBT. Resumes and 
transcripts are required from all applicants. 
 
A minimum cumulative GPA of 3.0 is required to receive a certificate, and only grades of 
A through C- may be counted toward the completion of the certificate program. 
 

Administrative Arrangements for the Proposed Program 
 
Marketing 
 
As part of the agreement to develop online programs, OSO would market the CLPM with 
supplemental funding from the Glenn and Moritz Colleges. Typically, OSO works the 
departments and colleges to create a strategic marketing plan, which includes additional 
marketing efforts carried out the Glenn College.  
 
Recruitment and admissions 
 
Under the new online model, Ohio State Online will take the lead on recruitment and 
initial contact and questions about admissions for students enrolling in the CLPM.  They 
will work closely with the Glenn College and the Moritz College. The Glenn College will 
be the primary unit to make admissions decisions.  
 
 
Advising and student support 
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Advising and student support for students enrolling in the Glenn / Moritz Cybersecurity 
Certificate will be provided primarily by the Glenn College. OSO will provide more 
general student support as students progress through the certificate.  
 
Career advising 
 
The Glenn College currently provides instruction on how to use online job search 
searches.  It also assists students in writing resumes and how to interview for a job. At the 
present time, however, there is no resident expertise on working in the cybersecurity field.  
There is an effort underway to determine career paths so that students in the CLPM can 
identify additional coursework at Ohio State for career paths. (The NICE framework 
supported by NIST identifies job descriptions and their respective competencies.)  
 
 
Tuition and student fees 
 
Students pay the typical Graduate School tuition and fees for an online program.  
 

Planned Enrollment 
The CLPM expects to enroll five to seven new students each semester, inclusive of 
students in the stand-alone certificate and embedded certificate (Glenn MPA, MPAL, and  
Moritz MSL students), with approximately twenty students enrolled in the program full-
time. 
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Memorandum of Understanding 
Online Program 

Between 

 

Graduate Certificate (3a and 3b) in Cybersecurity Law, Policy, and Management 

The John Glenn College of Public Affairs [administrative lead] and The Moritz College of 

Law  

The Ohio State University 

And 

Ohio State Online 

The Ohio State University 

Purpose 
The purpose of this Memorandum of Understanding (MOU) is to acknowledge that the 

Graduate Certificate in Cybersecurity Law, Policy, and Management has met or exceeded 

the modality substantive change threshold, making the program an online program or is a new 

online program for the university and will meet the requirements for an online program in 

partnership with Ohio State Online. 

Term of MOU 
This MOU will begin effective upon obtaining all necessary signatures and will remain in effect 

for the life of the program. 

Services Provided for Program Launch 
As an online program this program will receive Ohio State Online support, such as market 

research, student acquisition, ongoing student support, online program and course design and 

development, and state authorization and licensure research and disclosures (if applicable). 

Based on pre-approval planning conversations, this program may leverage the following Ohio 

State Online services: 

Online Enrollment Services: Generating and finding quality prospective students, selling 

prospective students on the program and Ohio State, helping re-enroll students each term to 

Docusign Envelope ID: B0464B10-556F-42FF-AB0F-BF833CA8F8B0

https://online.osu.edu/
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  Ohio State Online 

online.osu.edu 

help them reach graduation, and supporting the college to recognize steady-state revenue 

streams. 

Online Instruction Services: Reviewing and recommending evidence-based online program 

curricular design to best meet and support the intended audience and enrollment goals; 

providing and encouraging online instructor professional learning opportunities; and partnering 

with instructors for initial course design, development, and ongoing course updates. 

It is expected Ohio State Online and program relationship contacts below will remain in 

discussions as part of ongoing college check-ins to evolve services to achieve program goals. 

Table of Program Relationship Contacts 

Units College / Department / Campus Ohio State Online 

Organization Oversight 

 
-Kent Barnett, Dean (Moritz) 
-Trevor Brown, Dean (Glenn) Jason Lemon, Dean 

Administrative 
Oversight 

 
- Anne Ralph, Associate Dean 

for Academic Affairs & 
Strategic Initiatives (Moritz) 

- Rob Greenbaum, Associate 
Dean for Curriculum (Glenn)  

 

- Rob Griffiths, AVP, Online 
Learning and Innovation 
- Brandi Bittner, AVP, Online 
Enrollment 

Program Oversight - Rob Greenbaum, Associate 
Dean for Curriculum (Glenn) 
- Jim Landers, Graduate Studies 
Chair (Glenn) 
- Chris Adams, Director of 
Student Services and Programs 
(Glenn) 

- Rob Griffiths, AVP, Online 
Learning and Innovation 
- Brandi Bittner, AVP, Online 
Enrollment 

Course Oversight - Rob Greenbaum, Associate 
Dean for Curriculum (Glenn) 
- Aaron Carpenter, Senior 
Instructional Designer (Glenn) 

John Muir, OSO program / 
course design innovation, 
assigned Instructional Designer 

Student Support 
Oversight 

- Kate Hallihan, Assistant Dean 
of Students and Instruction 

Assigned Reenrollment 

Specialist 

Docusign Envelope ID: B0464B10-556F-42FF-AB0F-BF833CA8F8B0

https://online.osu.edu/
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(Glenn) 
- Lindsey Lee, Program Manager 
(Glenn) 
- Mindy Niehaus, Program 
Manager (Glenn) 

Marketing/Recruiting 
Oversight 

- Erin Trueman, Director of 
Marketing and Communications 
(Glenn) 
- Syndey Rubin, Recruitment and 
Engagement Specialist (Glenn) 

Assigned Marketing Manager 

and Recruiting lead 

Fiscal Oversight 

 
- Matt Yoder, CFO (Moritz) 
- Kim Young, CAO/SFO 

(Glenn) 

AVP, OSO Financial Strategy 
and Analysis 

Signatories 
By signing this MOU, all groups agree to be active partners and to abide by this agreement: 

Program Director Date: 

Department Chair Date: 

College Fiscal Officer Date: 

Curricular Associate Dean Date: 

Dean Date: 

Vice Provost and Dean of Online Learning Date: 

 

  

Docusign Envelope ID: B0464B10-556F-42FF-AB0F-BF833CA8F8B0
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  Ohio State Online 

online.osu.edu 

Online Program Attributes 
Program Working Title: Graduate Certificate in Cybersecurity Law, Policy, and 

Management 

Anticipated CAA approval date for ONL modality: AU24 

Anticipated ODHE approval date for ONL modality: n/a 

Program level: 

 Associate  Undergraduate  Graduate  Professional 

Approval type: 

 New program  Change of delivery  Certificate  Stackable  Other 

If applicable, will the program continue to offer an on-ground version? Note, notification to CAA 

and Ohio State Online will be necessary if an approved program modality is no longer offered. 

 Yes  No 

Percentage of courses offered online for this program? 

 100%  80-99%  

If other, please explain: 

Anticipated term for first cohort: AU25 

Note, marketing and recruitment will begin approximately 6 months prior to first enrollment 

term. 

Will this program have a different fee structure from what would normally be assessed to 

similar students at the university?  

Note, submissions are due in December for Senate Fiscal review—Financial Planning 

and Analysis and Student Fee Review Committee review is necessary for differentiated 

tuition. Once Senate Fiscal Committee recommendations are finalized, the request goes 

to the President and Provost for review and then for the official Board of Trustees 

approval. 

 Yes  No 

If yes, please explain justification: 
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Total credit hours for program: 15 

Does this program have mandatory onsite training components? (e.g., practicum, residency, or 

internship) 

 Yes  No 

If yes, please explain: 

Does this program have any non-mandatory onsite training components? (e.g., orientation) 

 Yes  No 

If yes, please explain:  
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  Ohio State Online 
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Program Courses 
The online program course delivery strategy at launch is outlined in the table below.  

Note: the information in the first row of the table is included only to provide an example of how 

the information should be formatted. 

Course 

Code and 

Name 

Current Delivery 

Mode(s)*  
(how course has 

been offered 

previously:  in 

person, hybrid, 

distance learning, 

N/A - new course) 

Core or Elective Asynchronous or 

Synchronous or 

Both 

First Term and 

Session (if 

applicable) this 

Course will be 

Offered as part of 

this Online 

Program 

Other terms and 

sessions (if 

applicable) this 

course be offered 

(None, AU25, 

SP25, SU25) 

ECE 

5661/CSE 

5471 

 Core  AU25 Each AU & SP 

PUBAFRS 

5510 

N/A – new course Core Asynchronous SP25 Each SP 

PUBAFRS 

5570 

N/A – new course Core Asynchronous AU25 Each AU 

LAW 7804 DL, P Core Asynchronous SU25 Each SU (DL 7 

weeks), Each SP 

(P) 

LAW 7805 DL, P Core Asynchronous AU25 Each AU (DL 7 

weeks), Each AU 

(P) 

PUBAFRS 

5770 

DL Elective Asynchronous AU 25 Likely each AU 

PUBAFRS 

6050 

DL, Hybrid Elective Asynchronous  AU25 Each AU, SP, SU 

PUBAFRS 

6055 

DL Elective Asynchronous SP26 Each SP, SU 

PUBAFRS 

6530 

DL, P Elective Asynchronous AU25 Each AU, SP, SU 

PUBAFRS 

7553 

DL, HY Elective  AU25 Each AU, SP 
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PUBAFRS 

7555 

DL, P Elective Asynchronous AU25 Each AU (P), SP, 

SU 

PUBAFRS 

7600 

DL, P (in DC) Elective Asynchronous SP26 Each SP 

 

 

 

State Authorization / Disclosure 
Ohio State Online will support necessary steps for approvals and notifications, and the 

program will abide by state laws and disclosure requirements, for items selected yes. 

 Yes/No 

Enroll students located outside Ohio?  Yes 

Does this program potentially lead to a professional license or 

certification in any state? 

No 

Conduct on-ground supervised field experiences such as clinicals, 

practicums, student teaching or internships? 

No 
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ECE 5561: Introduction to Cybersecurity

Course Description
Introduction to cybersecurity. Technical fundamentals of data, software, component, network, and system 
security. Cybersecurity from an organizational and societal view point, including human factors. 

Transcript Abbreviation: Intr Cybersecurity
Grading Plan: Letter Grade
Course Deliveries: Classroom, 100% at a distance, Greater or equal to 50% at a distance
Course Levels: Undergrad, Graduate
Student Ranks: Junior, Senior, Masters, Doctoral, Professional
Course Offerings: Spring
Flex Scheduled Course: Never
Course Frequency: Every Year
Course Length: 14 Week
Credits: 3.0
Repeatable: No
Time Distribution: 3.0 hr Lec
Expected out-of-class hours per week: 6.0
Graded Component: Lecture
Credit by Examination: No
Admission Condition: No
Off Campus: Never
Campus Locations: Columbus
Prerequisites and Co-requisites: Prerequisite: Junior, senior, or grad standing, or permission of instructor. 
Exclusions: Not open to student with credit for CSE 5471.
Cross-Listings: Cross-listed with CSE 5471

Course Rationale: This course will serve as one of the foundational courses in the cybersecurity curriculum.

The course is required for this unit's degrees, majors, and/or minors: No
The course is a GEC: No
The course is an elective (for this or other units) or is a service course for other units: Yes

Subject/CIP Code: 14.0901
Subsidy Level: Doctoral Course

Programs
 

Course Goals
 

Abbreviation Description
CpE Computer Engineering
EE Electrical Engineering

Become familiar with fundamental cybersecurity concepts, technologies and practices, and develop a foundation for further study 
in cybersecurity. 
 
Become familiar with fundamentals of data security. 
Become familiar with fundamentals of software security. 
Become familiar with fundamentals of connection/network security. 



Course Topics
 

Representative Assignments
 

Grades
 

ABET-EAC Criterion 3 Outcomes
 

Topic Lec Rec Lab Cli IS Sem FE Wor
Basic concepts and definitions. Historical context. 
Cybersecurity frameworks.

3.0

Data Security: Basic cryptography concepts, methods for 
data integrity and authentication, information storage 
security. 

7.0

Software security: software design with security 
requirements, testing, configuration management. 

5.0

Component security: Design, procurement, analysis, and 
maintenance of tangible components that are integrated into 
larger systems. 

4.0

Connection security: Security for networked systems, secure 
transmission models, common types of connection and 
transmission attacks. 

5.0

System security: System thinking, common system 
architectures, system management, access, control, and 
testing. 

4.0

Human security: identity management; personal awareness, 
understanding and compliance; human behavioral factors; 
personal data privacy and security. 

3.0

Organizational security: governance and policy strategies for 
organizations; cybersecurity risk management; legal and 
regulatory issues. 

3.0

Societal security: cybercrime, cyberlaw, cyberethics, 
cyberpolicy, privacy.

3.0

Project presentations on complementary topics: hardware 
security, infrastructure security, cryptocurrencies etc. 

5.0

Case studies
Final project

Aspect Percent
Assignments 30%
Midterm Exam 30%
Final project and presentation 40%

Course Contribution College Outcome
a An ability to apply knowledge of mathematics, science, and engineering.
b An ability to design and conduct experiments, as well as to analyze and interpret data.
c An ability to design a system, component, or process to meet desired needs.
d An ability to function on multi-disciplinary teams.
e An ability to identify, formulate, and solve engineering problems.



CpE ABET-EAC Criterion 9 Program Criteria Outcomes
 

EE ABET-EAC Criterion 9 Program Criteria Outcomes
 

Additional Notes or Comments
Changed crosslinstg number to CSE 5471  11/20/20 BLA 
 
Added CSE focuses too exclusions. 11/2420 BL

Course Contribution College OutcomeCourse Contribution College Outcome
f An understanding of professional and ethical responsibility.
g An ability to communicate effectively.
h The broad education necessary to understand the impact of engineering solutions in a global and 

societal context.
i A recognition of the need for, and an ability to engage in life-long learning.
j A knowledge of contemporary issues.
k An ability to use the techniques, skills, and modern engineering tools necessary for engineering 

practice.

Course Contribution Program Outcome
* 1 an ability to identify, formulate, and solve complex engineering problems by applying principles 

of engineering, science, and mathematics
2 an ability to apply engineering design to produce solutions that meet specified needs with 

consideration of public health, safety, and welfare, as well as global, cultural, social, 
environmental, and economic factors

* 3 an ability to communicate effectively with a range of audiences
** 4 an ability to recognize ethical and professional responsibilities in engineering situations and 

make informed judgments, which must consider the impact of engineering solutions in global, 
economic, environmental, and societal contexts

5 an ability to function effectively on a team whose members together provide leadership, create a 
collaborative and inclusive environment, establish goals, plan tasks, and meet objectives

6 an ability to develop and conduct appropriate experimentation, analyze and interpret data, and 
use engineering judgment to draw conclusions

*** 7 an ability to acquire and apply new knowledge as needed, using appropriate learning strategies 

Course Contribution Program Outcome
* 1 an ability to identify, formulate, and solve complex engineering problems by applying principles 

of engineering, science, and mathematics
** 2 an ability to apply engineering design to produce solutions that meet specified needs with 

consideration of public health, safety, and welfare, as well as global, cultural, social, 
environmental, and economic factors

* 3 an ability to communicate effectively with a range of audiences
** 4 an ability to recognize ethical and professional responsibilities in engineering situations and 

make informed judgments, which must consider the impact of engineering solutions in global, 
economic, environmental, and societal contexts

5 an ability to function effectively on a team whose members together provide leadership, create a 
collaborative and inclusive environment, establish goals, plan tasks, and meet objectives

6 an ability to develop and conduct appropriate experimentation, analyze and interpret data, and 
use engineering judgment to draw conclusions

*** 7 an ability to acquire and apply new knowledge as needed, using appropriate learning strategies 
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Cybersecurity Law, Policy, and Management

PUBAFRS 5510 Spring, 2025

Course Information

 Course times:
 Credit hours: 3
 Mode of delivery: Online

Instructor

 Name:
 Email:
 Office hours:

Teaching Assistant Name:
 Email:
 Office Hours:

Why This Course is Important

The cybersecurity arms race means continual innovation in the kinds of threats posed to
organizations. Cybersecurity policymakers and managers must also continually innovate.
This innovation requires an integrated focus on the making and implementing of policy.
Innovation is accelerated by breaking down the barriers caused by professional
boundaries. Managers must understand their legal and policy responsibilities.
Policymakers must understand the law to fully understand the gray areas of the law in
which they can operate. The legal profession cannot continue to create laws that take
superficial account of their policy and managerial implications.
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The course provides the opportunity to see how technology, law, policy, and management
interact through a framework that unites these perspectives. The framework also provides
a more coherent way to approach layered cyber deterrence. In addition, the andragogical
approach to teaching focuses on gaining understanding of abstract concepts through the
effort of applying them to cases studies and fact patterns. An important element in the
course design is to make use of scaffolding so that an integrated understanding can build
incrementally with each module in the course.

Expectations of Undergraduate and Graduate Students

The course is designed to use scaffolding so that students continually build and refine
their understanding each week from what was learned in previous weeks. Rather than
eliminate any particular assignment, undergraduate students will have to answer less
questions in the case studies, typically questions that rely on experience working in an
organization.

COURSEOBJECTIVES

Goal: The goal of this course is to provide cybersecurity policymakers and
managers with the legal, policy, and managerial concepts and tools to effectuate
a coherent deterrence to cyber threats.

CONCEPTUALOBJECTIVES

In successfully completing this course, a student will understand:

● The network of the U.S. institutions in cybersecurity policy and their roles and
responsibilities.

● A working understanding of how public law operates to understand what legal
responsibilities are in place and provide opportunities to participate effectively in
the legal process.

 A working understanding of the relative strengths and weaknesses of “rule by
fiat” versus “rule by persuasion” and an understanding of the skills necessary to
manage through persuasion.

 The major ways that bureaucratic politics and intergovernmental and
multisector coordination affect the creation and implementation of cybersecurity
law

 Understand the basic components of federal and Ohio cybersecurity policy.



Cybersecurity Law and Policy, Spring 2025

- 3 -

SKILLOBJECTIVES

In successfully completing this course, a student will have:

● A working skill in using an interdisciplinary framework that provides the capacity
to understand what law can and cannot do, in light of policy, technical, and
managerial constraints and opportunities.

 A developing skill in being able to recognize legal issues in fact patterns. This
ability to frame a conversation and identify the issues will serve you well in your
professional career.

 A rudimentary understanding of the basic tools in helping to interpret law.

 Basic legal research skills including how to find federal and state statutes,
regulations, and case law.

Course Prerequisites

Students are expected to have taken ECE 5561: Introduction to Cybersecurity or
PUBAFRS 5570 Data Governance in the public sector. Students can obtain a waiver
through permission from the course instructor by having taken an equivalent course or
by having prior experience.

How This Course Works

MODE OF DELIVERY

This is an online asynchronous course. Students are expected to do short readings /
view recorded lectures and then apply that material to a problem. Typically, the
application component involves some work done individually followed by a post or
response to a post on a discussion board.

This course is divided into weekly modules that contain the materials you will need for
that week. Navigating to each of these modules is the easiest way to find the
materials you need and the directions for the class. The modules page is the first
page you see when you log into the course website.



Cybersecurity Law and Policy, Spring 2025

- 4 -

CREDIT HOURS AND WORK EXPECTATIONS

This is a three credit-hour course. According to Ohio State bylaws on instruction (Rule
3335-8-24 (A)(1)), students should expect around three hours per week on direct
instruction in addition to six hours of homework (reading and assignment preparation,
for example). The course has been designed so that you will be doing less than nine
hours per week. If you are spending more than nine hours / week repeatedly, please
let me know and I can help you use your time more efficiently or make adjustments in
the assignments and / or readings.

ONLINE LECTURES

There will be recordings of class lectures to introduce the course readings by providing
context for the material, explain more difficult concepts and skills, and how the material
relates to what has been covered in the course and how it relates to future modules.

DISCUSSION BOARDS

Class participation points are earned through your participation on discussion boards.
provide you with another way to earn class participation points. I use a mix of
anonymous and non-anonymous discussion boards to encourage discussion,
feedback, and class participation points. You can post something you found interesting
in your personal reading, a follow-up question to what was discussed in class, or a
comment on your peers’ news presentation.

Discussion boards also provide you with a way to ask questions about class logistics.
Questions might include, for example, on why a link is not working, about what is
expected in an assignment, or where you should upload a file. This discussion board is
anonymous.

Please note, that there is a high likelihood that if you have a question, others will have
that same question. Discussion boards are sometimes a more effective way to deal
with many questions because the whole class benefits from your question and our
response. If you do have a question, we encourage you to use the discussion board if
it is appropriate and if you feel comfortable in posting your question there. We can
also respond to questions emailed to us.

Course Materials, Fees, and Technologies

REQUIRED READINGS

There is no required textbook. All required materials will be made available on the
course website.

https://carmen.osu.edu

https://go.osu.edu/credithours
https://carmen.osu.edu/
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Once you have logged on to CARMEN you will see a link for this course. You will
need to sign on to CARMEN using your OSU username.

COURSE TECHNOLOGY

For help with your password, university email, Carmen, or any other technology
issues, questions, or requests, contact the OSU IT Service Desk.
https://it.osu.edu/help

o Email: mailto:8help@osu.edu
o Phone: 614-688-HELP (4357)
o Self-Service and Chat support: http://ocio.osu.edu/selfservice
o TDD: 614-688-8743

BASELINE TECHNICAL SKILLS FOR ONLINE COURSES

o Basic computer and web-browsing skills
o Navigating Carmen: for questions about specific functionality, see the Canvas

Student Guide. Additional navigation instructions are provided within the
course.

REQUIRED TECHNOLOGY SKILLS SPECIFIC TO THIS COURSE

o CarmenZoom and text chat
o Recording, editing, and uploading video (explanations and instructions are

provided on the course website)

REQUIRED EQUIPMENT

o Computer: current Mac (OS X) or PC (Windows 7+) with high-speed internet
connection

o For office hours:
o Webcam: built-in or external webcam, fully installed and tested
o Microphone: built-in laptop or tablet mic or external microphone

https://it.osu.edu/help
mailto:8help@osu.edu
http://ocio.osu.edu/selfservice
https://community.canvaslms.com/docs/DOC-10701
https://community.canvaslms.com/docs/DOC-10701
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REQUIRED SOFTWARE

o Microsoft Office 365: All Ohio State students are now eligible for free Microsoft
Office 365 ProPlus through Microsoft’s Student Advantage program. Full
instructions for downloading and installation can be found at
go.osu.edu/office365help.

CARMEN ACCESS

You will need to use Buckeye Pass multi-factor authentication to access your courses
in Carmen.

If none of these options will meet the needs of your situation, you can contact the IT
Service Desk at 614-688-4357 (HELP) and the IT support staff will work out a solution
with you.

Course Expectations

If you are having difficulty with handling the course requirements because of
COVID or other health and life challenges, please feel free to reach out and work
with me.

EXPECTATIONS OF FACULTY AND TEACHING ASSISTANT

o Remember that you can call 614-688-4357 (HELP) at any time if you have a
technical problem.

o Preferred contact method: If you have a question, please contact me first
through my Ohio State email address. I will reply to emails within 24 hours on
days when class is in session at the university and 48 hours on the
weekend. I can also be reached by texting me at 614.795.6002.

o Lectures, activities, videos, practice quizzes, and other material will be posted
online byWednesday morning for the next week.

o Broken links or missing resources – We try to check and recheck to make
sure that links are working, but if you find a broken link, please let us know as
soon as possible. You can earn one point for every broken link, erroneous
date, or missing resource that is brought to the attention of the
instructors through the logistics discussion board. The first person to
identify the problem earns the point.

http://go.osu.edu/office365help
https://buckeyepass.osu.edu/
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o Announcements: We use Announcements as the way to communicate with
the class and to cut down on the number of emails that you receive. If you
would like to have announcements sent as an email, you can adjust your
notification settings. Please see video on how to manage your emails.

o Grading and feedback: You can generally expect feedback on your news
assignments within the next 5 days to allow for timely and thoughtful feedback.
Please allow for 7 days for feedback on your examinations and legal writing
assignments.

o Class announcements: I will send all important class-wide messages through
the Announcements tool in Carmen Canvas. Please check your notification
preferences (go.osu.edu/canvas-notifications) to ensure you receive these
messages.

o Discussion board:We will reply to messages on both the logistics discussion
board and the content discussion board within 24 hours on school days. If you
have a question about the course material or the logistics of the class, we prefer
that you post the question on the appropriate discussion board first rather than
as an email to us, so that everyone has a chance to hear your question and our
response. Of course, you are still free to send us an email as not every question
need be public.

o There will be a midterm check-in with you by using a course survey to see
how the course is progressing. We would appreciate any suggestions on how
we can improve your learning experience.

EXPECTATIONS OF STUDENTS

o Preparation for Class: Preparation includes reviewing lectures, activities,
videos, practice quizzes, and possibly other material. Thus, satisfactory
completion of this course requires you to actively engage with all online
material. Treat this material as you would class time: take notes and formulate
questions.

o Class Discussion: Class discussion is central to the discussion in a law
course, so it is important that all students make their voices heard through
discussion boards. There is one assignment that focuses on discussion board,
but many of the class assignments will require individual preparation followed
by a contribution or a response to a contribution to that assignment’s discussion
board.

https://youtu.be/OC-vulJTPc0
https://go.osu.edu/canvas-notifications
https://go.osu.edu/canvas-notifications
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Course Activities

Activity Points % of Final Grade
Class Participation 25 5%

Video introduction (10)
Professional Goals and
Questions

(15)

Early Feedback Quiz 25 5%
Mid-Term Examination 50 10%
Final Examination 100 20%
Discussion Board 25 5%

Identify appropriate technical,
legal, political, managerial tools
to address cybersecurity threat

Case Studies 50 10%
1: Identify some of the critical
cybersecurity issues facing
organizations

(25)

2: Participate in role play to
understand rule-by-fiat versus
rule-by-persuasion.

(25)

Class Assignments 225 45%
1. Apply Integrating Framework to
Better Identify critical issues in
Case Study 1

(25)

2. Identify legal authority of a
regulation

(25)

3. Interpret regulation by
application to a fact pattern

(25)

4. Write a simple regulatory rule (25)
5. Revise rule taking into account
theories of political control of
bureaucracy.

(25)

6. Revise rule taking into account
intergovernmental cooperation

(25)
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Activity Points % of Final Grade
7. Revise rule taking into account
governance challenges (inter-
sector cooperation.)

(25)

8. High level scan of Ohio
cybersecurity Policy. Grads:
Speculate on management,
intergovernmental and
governance challenges not
explicitly addressed.

(25)

9. High level scan of Federal
policy on data breaches. Grads:
Speculate on management,
intergovernmental and
governance challenges not
explicitly addressed.

(25)

Total Possible Points 500 100%

Case Studies

Case Study 1: One important area for improving cybersecurity policy implementation
is the coordination of policy and management across multisector and
multigovernmental organizations. This case study will focus on a cybersecurity
incident and understanding how to coordinate communications and activities. The
case study will require knowing the various organizations having responsibility, the law
relevant to the various organizations, and making sure that one’s own organization has
the capacity to work cooperatively.

Case Study 2: The second case study / role will provide an opportunity for students to
learn how to manage by persuasion as well as by fiat. Given the multisector,
multijurisdictional nature of preparing for a responding to cybersecurity threats,
managing by fiat, issuing rules that are expected to be followed, is often not legally
possible, or practically impossible. Students in this role play will be provided with a
script that identifies their organization’s interests, structure, budget, and technical
capacity in addition to their legal and policy requirements. The case study prompt will
be a growing awareness of a new kind of cybersecurity threat, and students are
expected to codevelop a new protocol for dealing with those kinds of threats while
considering their own needs as well as the public interest.

Class Assignments

Class Assignment 1: Revisit above Case Study 1 Fact Pattern and apply integrating
framework to more thoroughly identify potential issues.
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Class Assignment 2: Students are introduced to Legal Research tools: USCA, CFR
and Nexis-Uni and asked to detail the flow of authority from Statutes, Regulations, and
any important cases.

Class Assignment 3: Students will learn how to interpret and apply a DHS regulation
that requires how a public organization should be prepared for cybersecurity threats.

Class Assignment 4: Once students have some experience reading law, this
assignment requires students to write a regulation. This assignment will deepen their
skill in interpreting law by understanding the competing pressures on how regulatory
wording is chosen.

Class Assignment 5: Students are asked to refine earlier rule based upon reading the
theory of political control of bureaucracy literature.

Class Assignment 6: Students are asked to refine a rule based upon reading the
challenges to intergovernmental cooperation. Students now need to revisit a rule to
acknowledge the challenge of intergovernmental relations.

Class Exercise 7: Students move from challenges to inter-organizational cooperation
to inter-sector cooperation. Students now need to revisit rule to acknowledge
governance challenges.

Class Exercise 8: Write up a short high-level summary of Ohio’s Cybersecurity law.
Speculate on implementation issues considering previous material on how public
organizations work, intergovernmental relations, and governance.

Class Exercise 9: Write up a high-level summary of the Federal Government’s Policy
on data breaches. Speculate on implementation issues considering previous material
on how public organizations work, intergovernmental relations, and governance.

Assigned Course Grade

A 100 to 93% B- < 83 to 80% D+ < 70 to 67%
A- < 93 to 90% C+ < 80 to 77% D < 67 to 60%
B+ < 90 to 87% C < 77 to 73% E < 60%
B < 87 to 83% C- < 73 to 70%
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Descriptions of Major Course Assignments

CLASS PARTICIPATION (75 POSSIBLE POINTS)

1. Introduce Yourself (5 possible points)

Please introduce yourself by uploading a video answering a couple of questions.
Directions on how to create a video are included on the assignment page.

2. Explicitly identify career goals or career directions. Identify how this course can
advance your professional development.

3. Class Discussion and Discussion Board (40 possible points)

Class participation is very important to this class. It is a public good.

Points Grade Criteria
35-40 A Student frequently participates in class /

discussion board and has thoughtfully
commented on one news item before and
after the midterm

30-34 A- Student periodically participates in class /
discussion board has commented
thoughtfully on one news item

20-29 B Student has participated in class in class /
discussion board

10-19 C Student attends classes hardly ever / never
volunteers to participate

0-19 D-E Student infrequently attends class

You will need to provide one comment on a news posting before the midterm
and after the midterm to earn an “A” for class participation.

The discussion of law is not just a technical exercise. It involves policies, values, and
political beliefs. My goal for the class is to have stimulating class discussion that
includes diverse opinions. Good discussion rules allow these varying viewpoints to be
expressed and respected. We will be developing ground rules for class discussion
using a community discussion board.

EARLY FEEDBACKQUIZ (25 POINTS)

Description: There will be a short quiz on the fourth week of the class to give you
feedback on how well you are doing with the course material. Please refer to previous
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examinations available on the course website that can be found on the Learning
Resources page.

Academic Integrity and collaboration: This is an individual assignment, and you cannot
collaborate with others.

MID-TERM (50 POINTS) AND FINAL EXAMINATIONS (100 POINTS)

Description: All students are expected to take the examinations on the scheduled
dates. If there is a scheduling conflict, exceptions must be discussed with the
instructor well in advance of the examination. In the unlikely event of an emergency,
please call or email as soon as it is convenient to do so, and we can make alternative
arrangements. The final examination is cumulative, and you are responsible for all the
material covered during the course, although relatively more of the questions will focus
on the material covered since the midterm.

CLASS ASSIGNMENTS (225 points)

There are important “legal writing” skills in working with the law. Most of you will need
these skills at some point during your professional life. One skill is reading cases. A
second skill is in learning how to read and interpret statutes and rules. We will
practice these skills during most our class sessions. There is a second set of skills
that you will be graded on. These skills build upon the first set of skills through specific
assignments. Please see the specific details in the assignment on the course website.
Each of these assignments is worth twenty-five points.

All assignments are due by 11:59 pm on the due dates.

GRADE APPEALS

The assigned grade is designed to show the overall quality of work performed by each
student. If you believe that any grade was not properly assigned you may write a letter
explaining why you believe the grade was incorrectly assigned within one week of
receiving the graded assignment back. Each appeal will be considered, and if a re-
grade is performed, the entire assignment will be re-graded. The final grade may be
greater, less, or equal to the original grade.
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Late Assignments

Late submissions are not accepted except for extenuating circumstances. If you have
an extenuating circumstance, please contact me as soon as possible before the due
date and we can work out an alternative due date.

Discussion and Communication Guidelines

The following are our expectations for how we should communicate as a class. Above
all, please remember to be respectful and thoughtful. There is a discussion board for
establishing our norms and practices that we will use for our professional
communication.

o Writing style: While there is no need to participate on discussion boards as if
you were writing a research paper, you should remember to write using good
grammar, spelling, and punctuation so that you can be understood. A more
conversational tone is fine for the discussions and peer feedback.

o Tone and civility: Let's maintain a supportive learning community where
everyone feels safe and where people can disagree amicably. I am looking for
disagreement but not uncivility. Remember that sarcasm doesn't always come
across online. Learning requires a willingness to be vulnerable. We will not
have great discussions if there is a negative tone or incivility in the class. We
must be willing to risk asking what we fear might be a dumb question or when
contributing our experience or insight. I have found that the best questions are
not necessarily the most technical questions but those questions that we ask
from the heart.

o Writing and backing up your work: Consider composing your academic posts
in a word processor, where you can save your work, and then copying that
material into the Carmen discussion.

Academic Integrity Policy

Academic integrity is essential to maintaining an environment that fosters excellence in
teaching, research, and other educational and scholarly activities. Thus, The Ohio
State University and the Committee on Academic Misconduct (COAM) expect that all
students have read and understand the university’s Code of Student Conduct
(studentconduct.osu.edu), and that all students will complete all academic and
scholarly assignments with fairness and honesty. Students must recognize that failure
to follow the rules and guidelines established in the university’s Code of Student
Conduct and this syllabus may constitute “Academic Misconduct.”

The Ohio State University’s Code of Student Conduct (Section 3335-23-04) defines
academic misconduct as: “Any activity that tends to compromise the academic
integrity of the university or subvert the educational process.” Examples of academic

https://studentconduct.osu.edu/
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misconduct include (but are not limited to) plagiarism, collusion (unauthorized
collaboration), copying the work of another student, and possession of unauthorized
materials during an examination. Ignorance of the university’s Code of Student
Conduct is never considered an excuse for academic misconduct, so I recommend
that you review the Code of Student Conduct and, specifically, the sections dealing
with academic misconduct.

If I suspect that a student has committed academic misconduct in this course, I
am obligated by university rules to report my suspicions to the Committee on
Academic Misconduct. If COAM determines that you have violated the
university’s Code of Student Conduct (i.e., committed academic misconduct), the
sanctions for the misconduct could include a failing grade in this course and
suspension or dismissal from the university.
If you have any questions about the above policy or what constitutes academic
misconduct in this course, please contact me.

Other sources of information on academic misconduct (integrity) to which you can
refer include:

RESOURCES FROM THE DRAKE INSTITUTE FOR TEACHING AND LEARNING
RESOURCES FROM THE TEACHING AND LEARNING RESOURCE CENTER
COMMITTEE ON ACADEMIC MISCONDUCT (COAM)

Artificial Intelligence and Academic Integrity

There has been a significant increase in the popularity and availability of a variety of
generative artificial intelligence (AI) tools, including ChatGPT, Sudowrite, and others.
These tools will help shape the future of work, research, and technology but when
used in the wrong way, they can stand in conflict with academic integrity at Ohio State.

All students have important obligations under the Code of Student Conduct to
complete all academic and scholarly activities with fairness and honesty. Our
professional students also have the responsibility to uphold the professional and
ethical standards found in their respective academic honor codes. Specifically,
students are not to use unauthorized assistance in the laboratory, on field work, in
scholarship or on a course assignment unless such assistance has been authorized
specifically by the course instructor. In addition, students are not to submit their work
without acknowledging any word-for-word use and/or paraphrasing of writing, ideas or
other work that is not your own. These requirements apply to all students
undergraduate, graduate, and professional.

In this class, please be sure to check for each assignment whether and how
generative AI tools can be used to complete the assignment.

https://drakeinstitute.osu.edu/news/2023/03/20/artificial-intelligence-offers-opportunities-and-challenges-teaching-perspectives
https://teaching.resources.osu.edu/teaching-topics/ai-considerations-teaching-learning
https://oaa.osu.edu/academic-integrity-and-misconduct
https://oaa.osu.edu/academic-integrity-and-misconduct
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Creating an Environment Free from Harassment, Discrimination, and Sexual
Misconduct

The Ohio State University is committed to building and maintaining a community to
reflect diversity and to improve opportunities for all. All Buckeyes have the right to be
free from harassment, discrimination, and sexual misconduct. Ohio State does not
discriminate on the basis of age, ancestry, color, disability, ethnicity, gender, gender
identity or expression, genetic information, HIV/AIDS status, military status, national
origin, pregnancy (childbirth, false pregnancy, termination of pregnancy, or recovery
therefrom), race, religion, sex, sexual orientation, or protected veteran status, or any
other bases under the law, in its activities, academic programs, admission, and
employment. Members of the university community also have the right to be free from
all forms of sexual misconduct: sexual harassment, sexual assault, relationship
violence, stalking, and sexual exploitation.

To report harassment, discrimination, sexual misconduct, or retaliation and/or seek
confidential and non-confidential resources and supportive measures, contact the
Office of Institutional Equity:

Online reporting form at equity.osu.edu,
Call 614-247-5838 or TTY 614-688-8605,
Or Email equity@osu.edu

The university is committed to stopping sexual misconduct, preventing its recurrence,
eliminating any hostile environment, and remedying its discriminatory effects. All
university employees have reporting responsibilities to the Office of Institutional Equity
to ensure the university can take appropriate action:

 All university employees, except those exempted by legal privilege of
confidentiality or expressly identified as a confidential reporter, have an
obligation to report incidents of sexual assault immediately.

 The following employees have an obligation to report all other forms of sexual
misconduct as soon as practicable but at most within five workdays of
becoming aware of such information: 1. Any human resource professional
(HRP); 2. Anyone who supervises faculty, staff, students, or volunteers; 3.
Chair/director; and 4. Faculty member.

Diversity Statement

The Ohio State University affirms the importance and value of diversity of people and
ideas. We believe in creating equitable research opportunities for all students and to
providing programs and curricula that allow our students to understand critical societal
challenges from diverse perspectives and aspire to use research to promote
sustainable solutions for all. We are committed to maintaining an inclusive community
that recognizes and values the inherent worth and dignity of every person; fosters

http://equity.osu.edu/
mailto:equity@osu.edu
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sensitivity, understanding, and mutual respect among all members; and encourages
each individual to strive to reach their own potential. The Ohio State University does
not discriminate on the basis of age, ancestry, color, disability, gender identity or
expression, genetic information, HIV/AIDS status, military status, national origin, race,
religion, sex, gender, sexual orientation, pregnancy, protected veteran status, or any
other bases under the law, in its activities, academic programs, admission, and
employment.

To learn more about diversity, equity, and inclusion and for opportunities to get
involved, please visit:

https://odi.osu.edu/
https://odi.osu.edu/racial-justice-resources
https://odi.osu.edu/focus-on-racial-justice
https://cbsc.osu.edu

Glenn College Diversity Values Statement

The Glenn College is committed to nurturing a diverse and inclusive environment for
our students, faculty, staff, and guests that celebrates the fundamental value and
dignity of everyone by recognizing differences and supporting individuality. We are
dedicated to creating a safe space and promoting civil discourse that acknowledges
and embraces diverse perspectives on issues and challenges that affect our
community.

Grievances and Solving Problems

A student who encounters a problem related to his/her educational program has a
variety of avenues available to seek resolution. (Note: the procedures for grade
grievances are explicitly covered in the faculty rules) Typically, a student is advised to
resolve any dispute, disagreement, or grievance as directly as possible, engaging with
the person or persons most closely involved. The faculty and staff of the departments
and colleges are available to work with students in this regard. If this step does not
produce acceptable results, the student should follow a logical stepwise progression to
address the academic concerns.

According to University Policies, if you have a problem with this class, you should seek
to resolve the grievance concerning a grade or academic practice by speaking first
with the instructor or professor. Then, if necessary, take your case to the department
chairperson, college dean or associate dean, and to the provost, in that order. Specific
procedures are outlined in Faculty Rule 3335-8-23. Grievances against graduate,
research, and teaching assistants should be submitted first to the supervising
instructor, then to the chairperson of the assistant's department.

https://odi.osu.edu/
https://odi.osu.edu/racial-justice-resources
https://odi.osu.edu/focus-on-racial-justice
https://cbsc.osu.edu


Cybersecurity Law and Policy, Spring 2025

- 17 -

Your Mental Health

As a student you may experience a range of issues that can cause barriers to learning,
such as strained relationships, increased anxiety, alcohol/drug problems, feeling down,
difficulty concentrating and/or lack of motivation. These mental health concerns or
stressful events may lead to diminished academic performance or reduce a student's
ability to participate in daily activities. The Ohio State University offers services to
assist you with addressing these and other concerns you may be experiencing.

If you or someone you know are suffering from any of the aforementioned conditions,
you can learn more about the broad range of confidential mental health services
available on campus via the Office of Student Life's Counseling and Consultation
Service (CCS) by visiting ccs.osu.edu or calling 614-292-5766. CCS is located on the
4th floor of the Younkin Success Center and 10th floor of Lincoln Tower. You can
reach an on-call counselor when CCS is closed at 614-292-5766 and 24-hour
emergency help is also available through the 24/7 by dialing 988 to reach the Suicide
and Crisis Lifeline.

Student Wellness

As a student, your health and wellness can have an impact on your academic
success. Common wellness concerns during your time at the university may include
high levels of stress, sleep and diet behaviors, alcohol and other drug use, depression
and anxiety, and interpersonal relationship issues. The Office of Student Life has
numerous resources and services available to you at no charge to help you address
those concerns.

You can learn more about health and wellness resources available on campus by
visiting the websites for the Student Wellness Center, Wilce Student Health
Center, Recreational Sports and Counseling and Consultation Service. For students in
recovery or seeking recovery from substance use disorders, learn more about support
on campus by visiting the Collegiate Recovery Community. For students facing food
insecurity, learn more about the free on-campus food pantry by visiting the Buckeye
Food Alliance. For students interested in speaking with a peer to learn more about
campus resources, call the Buckeye Peer Access Line. For students interested in
meeting with a peer and setting holistic wellness goals, learn more about Wellness
Coaching.

No Buckeye Goes Hungry

The Ohio State University is committed to ensuring that all students have access to
adequate and healthy food. Any undergraduate or graduate student with a BuckID may

http://ccs.osu.edu
https://shs.osu.edu/
https://swc.osu.edu/
https://ccs.osu.edu/
https://recsports.osu.edu/
https://shs.osu.edu/
https://swc.osu.edu/services/collegiate-recovery-community/
https://www.buckeyefoodalliance.org/
https://www.buckeyefoodalliance.org/
https://swc.osu.edu/services/buckeye-peer-access-line/
https://swc.osu.edu/services/wellness-coaching/
https://swc.osu.edu/services/wellness-coaching/
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confidentially use the Buckeye Food Alliance food pantries. No proof of need is
required. There are two locations: West Campus: Lincoln Tower. Doors are locked - call 614-688-2508 upon

arrival. North Campus: St. Stephens. Look for the Buckeye Food Alliance (BFA) sign on
the southwest corner of the building.

To learn more, visit https://www.buckeyefoodalliance.org/

Disability Statement (with Accommodations for COVID)

The university strives to maintain a healthy and accessible environment to support
student learning in and out of the classroom. If you anticipate or experience academic
barriers based on your disability (including mental health, chronic, or temporary
medical conditions), please let me know immediately so that we can privately discuss
options. To establish reasonable accommodations, I may request that you register with
Student Life Disability Services. After registration, make arrangements with me as
soon as possible to discuss your accommodations so that they may be implemented in
a timely fashion.

If you are isolating while waiting for a COVID-19 test result, please let me know
immediately. Those testing positive for COVID-19 should refer to the Safe and Healthy
Buckeyes site for resources. Beyond five days of the required COVID-19 isolation
period, I may rely on Student Life Disability Services to establish further reasonable
accommodations. You can connect with them at slds@osu.edu; 614-292-3307; or
slds.osu.edu.

ACCESSIBILITY OF COURSE TECHNOLOGY

This online course requires use of CarmenCanvas (Ohio State's learning management
system) and CarmenZoom and other online communication and multimedia tools. If
you need additional services to use these technologies, please request
accommodations with your instructor.

 CarmenCanvas accessibility (go.osu.edu/canvas-accessibility) Streaming audio and video CarmenZoom accessibility (go.osu.edu/zoom-accessibility) Collaborative course tools

Religious Accommodations

Ohio State has had a longstanding practice of making reasonable academic
accommodations for students’ religious beliefs and practices in accordance with
applicable law. In 2023, Ohio State updated its practice to align with new state

https://www.buckeyefoodalliance.org/
mailto:slds@osu.edu
mailto:slds.osu.edu
https://go.osu.edu/canvas-accessibility
https://go.osu.edu/canvas-accessibility
https://go.osu.edu/zoom-accessibility


Cybersecurity Law and Policy, Spring 2025

- 19 -

legislation. Under this new provision, students must be in early communication with
their instructors regarding any known accommodation requests for religious beliefs
and practices, providing notice of specific dates for which they request alternative
accommodations within 14 days after the first instructional day of the course.
Instructors in turn shall not question the sincerity of a student’s religious or spiritual
belief system in reviewing such requests and shall keep requests for accommodations
confidential.

With sufficient notice, instructors will provide students with reasonable alternative
accommodations with regard to examinations and other academic requirements with
respect to students’ sincerely held religious beliefs and practices by allowing up to
three absences each semester for the student to attend or participate in religious
activities. Examples of religious accommodations can include, but are not limited to,
rescheduling an exam, altering the time of a student’s presentation, allowing make-up
assignments to substitute for missed class work, or flexibility in due dates or research
responsibilities. If concerns arise about a requested accommodation, instructors are to
consult their tenure initiating unit head for assistance.

A student’s request for time off shall be provided if the student’s sincerely held
religious belief or practice severely affects the student’s ability to take an exam or
meet an academic requirement and the student has notified their instructor, in writing
during the first 14 days after the course begins, of the date of each absence. Although
students are required to provide notice within the first 14 days after a course begins,
instructors are strongly encouraged to work with the student to provide a reasonable
accommodation if a request is made outside the notice period. A student may not be
penalized for an absence approved under this policy.

If students have questions or disputes related to academic accommodations, they
should contact their course instructor, and then their department or college office. For
questions or to report discrimination or harassment based on religion, individuals
should contact the Office of Institutional Equity.

Policy: Religious Holidays, Holy Days and Observances

FERPA and Privacy in CarmenZoom

Video and audio recordings of class lectures will be part of the classroom activity. The
video and audio recordings are used for educational use/purposes and may be made
available to all students presently enrolled in the course. Please note that you are not
allowed to share these recordings. This is to protect your FERPA rights and those of
your fellow students.

mailto:equity@osu.edu
https://oaa.osu.edu/religious-holidays-holy-days-and-observances
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Course Schedule
Week Subject Concepts / Skills Covered Readings Assignments / Activities
1 Welcome to the

Course
Course Syllabus Case Study 1: Simple short fact pattern to generate

interest and foreshadows some of the general themes
in the course.

2 The Landscape –
Intro to Integrating
Framework
showing the
competing sets of
values in
cybersecurity

Technical* / Legal / Policy / Managerial
Perspectives Framework

Rosenbloom’s
Separation of Powers
article with the added
dimension of technology

Class Assignment 1: Revisit above Fact Pattern and
apply integrating framework to more thoroughly
identify potential issues.

3 Overview of
Administrative Law

(Relationship among Constitution,
Statutes, Regulations, Criminal and Civil
Law, Tort Law)

Reuse videos used in
6010 with the addition of
comparing civil and
criminal law

Class materials examine a regulation all the way from
the authority found in the Constitution to Legislative
Hearings, Statute, to Regulation, and challenges in
Court.

Early Feedback Quiz
4 Overview of

Administrative Law
Deeper dive into rulemaking Nutshell, “Administrative

Rulemaking”
Class Assignment 2: Students are introduced to Legal
Research tools.

5 How Law Works Students learn how to interpret law Legal Writing primer on
legal interpretation

Class Assignment 3: Now that students know how to
look up a regulation, students are asked to find the
regulation and interpret the rule as it applies to a fact
pattern provided in the assignment.

6 How Law Works Students better understand law by
writing a rule

Legal Writing primer on
writing a rule

Class Assignment 4: Given a fact pattern provided in
an assignment, students are asked to write a rule to
deal with that fact pattern.

7 Midterm Open-book essay question
8 Public

Organizations: An
Information
Processing Model

The course will use an “organization as
brain” or “information flows” as a
metaphor for how to manage and create
policy

Galbraith
(Revisit) Primer on Data
Governance Rules

Discussion Board Assignment 1: Use integrating
framework, identify appropriate set of technical, legal,
political, and managerial tools to deal with
cybersecurity threat.

9 Fiat and
Persuasion

Case Study 1 (readings on negotiation) One article on new tools
for governance; one
reading on doing
multiparty negotiation

Case study 2: Through two rounds of moves, this
second case study will provide an opportunity for
students to learn how to manage by persuasion and
influence.
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Week Subject Concepts / Skills Covered Readings Assignments / Activities
9 How Public

Organizations Work
I

While administrative agencies write and
administer the law, a lot of law is written
through its implementation. What are the
on-the-ground factors that affect
implementation? (Theories of Political
Control of Bureaucracy)

Buffat (2015) Street-
Level Bureaucracy and
E-Government; de Boer
and Raaphorst (2023)
Automation and
discretion: explaining the
effect of automation on
how street-level
bureaucrats enforce
SLBs

Class Assignment 5: Students are asked to refine
earlier rule based upon reading the literature on the
political control of bureaucracy.

10 How Public
Organizations Work
II

Intergovernmental Relations Peters and Pierre (2001)
“Developments in
intergovernmental
relations: towards multi-
level governance”

Class Exercise 6: Students are asked to refine rule
based upon reading the challenges to
intergovernmental cooperation

11 How Public
Organizations Work
III

Governance Theory and Public
Administration

Vigoda (2002) “From
responsiveness to
collaboration:
governance, citizens,
and the next generation
of public administration”

Class Exercise 7: Students move from challenges to
inter-organizational cooperation to inter-sector
cooperation.

12 Application Evaluate Ohio’s Cybersecurity Policy
Framework

O.R.C. 125.18 ; DAS
ITS-SEC-02 Policy

Private Sector issues
addressed by Guest
Interview with Ohio
Adjutant General

Class Exercise 8: Write up a high-level summary of
Ohio’s Cybersecurity law.

13 Application Evaluate Federal Government’s Policy
with respect to interorganizational
coordination with Private Sector, State
and Local governments

Federal requirements on
reporting of data
breaches (or the real lack
thereof)

Class Exercise 9: Write up a high-level summary of the
Federal Government’s Policy on data breaches.

14 Final Exam Review Class Discussion Board seeded with questions from
instructor to review important concepts and concepts
not well-understood.

15 Final Exam
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Course Description

This course is an introductory examination of data governance using cybersecurity as
a case study. Access to data is essential to making informed decisions. Data
governance, therefore, is central to the success of public sector organizations. As
organizations mature technologically, professionals understanding data governance
will have an important tool in their professional toolkit.

Many of the concepts and skills in this course focus upon cybersecurity and other
public sector issues, but these concepts and skills are just as important to private and
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non-profit organizations. Students from outside of the John Glenn College of Public
Affairs are welcome to join the class.

The public sector has the most important role in organizing efforts in dealing with
cybersecurity threats. Cybersecurity breaches involve breaking criminal and civil law
and even pose threats to U.S. national security. Creating appropriate policy and
implementing these policies requires a multi-sector, multi-organizational response,
especially where there are strong incentives to not publicize cybersecurity breaches or
reveal how those breaches occurred.

Students routinely learn application of concepts through in-class exercises, case-
studies, and a table-top simulation exercise. The course begins with a working
knowledge on risk management and systems analysis. The course then covers core
data governance concepts including Data Governance Frameworks, Data Security,
Information Quality, Data Modeling and Design, and management of organizations and
individuals.

Why This Course is Important

Influenced by recent technological achievements, popular wisdom describes our century
as the "Information Age." Yet, far too little explicit attention is devoted to formally
governing data. Data governance answers the question “who gets what information in
what form and for what use.” This definition spans the range of issues as organizations
manage their data flows, from the mundane questions about the costs of collecting and
storing data, to how well the organization supports individuals in understanding and using
data in decision-making, cybersecurity threats, and the larger policy questions of where
and how to manage bias in algorithms, and the due process threats coming from
increasing automation of organizational processes.

Rather than relying on a central explicit organizational focus on data management, most
organizations rely on managers of individual projects to be responsible for managing their
data. The consequences, however, is that the collective needs of the whole organization
or the larger enterprise is overlooked or compromised. A reliance on individual project-
based responsibility usually often results in little to no effective data management
techniques.

The consequences of poor data management can mean poor quality information, data not
being available when it is needed for a decision, less than useful information, efficiency
costs, decisions made without the benefit of quality information, inappropriate uses of
data, and threats to privacy and cybersecurity.

Cybersecurity will serve as a major theme of the course since it is important threat to
organizations, and often competes with other concerns organizations face, for example,
the transparency and the easy flow of information within and across organizations to
support decision-making more effectively.
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Expectations of Undergraduate and Graduate Students

Undergraduate students are expected to complete all the weekly assignments, while
Graduate Students are also required to complete the semester long case study.
Undergraduate students will write a 10-page paper on a subject of their choosing.

COURSEOBJECTIVES

Goal: The goal of this course is to provide students with the concepts and skills
to effectively govern data with a focus on managing cybersecurity risks.

CONCEPTUALOBJECTIVES

In successfully completing this course, a student will understand:

● An interdisciplinary framework that balances competing legal, managerial,
policy, and technological mandates by applying them to case studies and
homework assignments.

● Basic information governance principles as measured by being able to apply
these ideas to case studies and homework assignments. These concepts
include:

o Risk Management and Layered Cyber Deterrence
o Data and Information Lifecycle Management
o Standards-setting bodies and processes
o Metadata and the Semantic Web
o Information Quality Assessment
o Data Governance Implementation Success Factors

SKILLOBJECTIVES

In successfully completing this course, a student will be able to:

● Develop a rudimentary data governance framework with a focus on managing
cybersecurity threats

● Conduct a basic systems analysis to support developing a data governance
plan

● Beginner-level skills in assessing tradeoffs between managing cybersecurity
threats and fulfilling other organizational needs for data.
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Course Prerequisites

Students should have prior experience with conducting data analysis. At least junior
undergraduate status is strongly suggested. Students are encouraged to contact the
instructor if they have concerns about their level of preparation.

How This Course Works

MODE OF DELIVERY

This is an online asynchronous course where course materials in the form of readings,
lectures are provided online.

This course is divided into weekly modules that contain the materials you will need for
that week. Navigating to each of these modules is the easiest way to find the
materials you need and the directions for the class. The modules page is the first
page you see when you log into the course website.

CREDIT HOURS AND WORK EXPECTATIONS

This is a 3 credit-hour course. According to Ohio State bylaws on instruction (Rule
3335-8-24 (A)(1)), students should expect to work around twelve hours per week. The
amount of time in each week will vary, but I do not believe you will be devoting twelve
hours / week to this class. If you are spending more than twelve hours / week
repeatedly, please let me know and I can help you use your time more efficiently.

ONLINE LECTURES

There will be recordings of class lectures to introduce the course readings by providing
context for the material, explain more difficult concepts and skills, and how the material
relates to what has been covered in the course and how it relates to future modules.

DISCUSSION BOARDS

Class participation points are earned through discussion boards. The courses use a
mix of anonymous and non-anonymous discussion boards to encourage discussion,
feedback, and class participation points.

Discussion boards also provide a way to ask questions about class logistics.
Questions might include, for example, on why a link is not working, about what is
expected in an assignment, or where you should upload a file. This discussion board is
anonymous.

https://go.osu.edu/credithours
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Please note, that there is a high likelihood that if you have a question, others will have
that same question. Discussion boards are sometimes a more effective way to deal
with many questions because the whole class benefits from your question and our
response. If you do have a question, we encourage you to use the discussion board if
it is appropriate and if you feel comfortable in posting your question there. We can
also respond to questions emailed directly to us.

Course Materials, Fees, and Technologies

REQUIRED READINGS

There is only one required textbook: DAMA International (2017). Data Management
Book of Knowledge (2d Ed.) Technics Publications, Basking Ridge N.J. ISBN 9-871-
634622-349 (Paperback).

Students can access textbook information via the Barnes & Noble bookstore website:
www.shopOhioState.com as well as from their BuckeyeLink Student Center. This
information is disseminated by B&N to all area bookstores. You may buy from a
store of your choice and/or shop for books (always use ISBN# for searches)
online.

Additional readings, case studies and exercises are provided through the course
website on CARMEN:

https://carmen.osu.edu

Once you have logged on to CARMEN you will see a link for this course. You will
need to sign on to CARMEN using your OSU username.

COURSE TECHNOLOGY

For help with your password, university email, Carmen, or any other technology
issues, questions, or requests, contact the OSU IT Service Desk.
https://it.osu.edu/help

o Email: mailto:8help@osu.edu
o Phone: 614-688-HELP (4357)
o Self-Service and Chat support: http://ocio.osu.edu/selfservice
o TDD: 614-688-8743

http://www.shopOhioState.com
https://carmen.osu.edu/
https://it.osu.edu/help
mailto:8help@osu.edu
http://ocio.osu.edu/selfservice
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BASELINE TECHNICAL SKILLS FOR ONLINE COURSES

o Basic computer and web-browsing skills
o Navigating Carmen: for questions about specific functionality, see the Canvas
Student Guide. Additional navigation instructions are provided within the
course.

REQUIRED TECHNOLOGY SKILLS SPECIFIC TO THIS COURSE

o CarmenZoom and text chat
o Recording, editing, and uploading video (explanations and instructions are
provided on the course website)

REQUIRED EQUIPMENT

o Computer: current Mac (OS X) or PC (Windows 7+) with high-speed internet
connection

o For office hours:
o Webcam: built-in or external webcam, fully installed and tested
o Microphone: built-in laptop or tablet mic or external microphone

REQUIRED SOFTWARE

o Microsoft Office 365: All Ohio State students are now eligible for free Microsoft
Office 365 ProPlus through Microsoft’s Student Advantage program. Full
instructions for downloading and installation can be found at
go.osu.edu/office365help.

CARMEN ACCESS

You will need to use Buckeye Pass multi-factor authentication to access your courses
in Carmen.

If none of these options will meet the needs of your situation, you can contact the IT
Service Desk at 614-688-4357 (HELP) and the IT support staff will work out a solution
with you.

https://community.canvaslms.com/docs/DOC-10701
https://community.canvaslms.com/docs/DOC-10701
http://go.osu.edu/office365help
https://buckeyepass.osu.edu/
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Course Expectations

If you are having difficulty with handling the course requirements because of
COVID or other health and life challenges, please feel free to reach out and work
with me.

EXPECTATIONS OF FACULTY AND TEACHING ASSISTANT

o Remember that you can call 614-688-4357 (HELP) at any time if you have a
technical problem.

o Preferred contact method: If you have a question, please contact me first
through my Ohio State email address. I will reply to emails within 24 hours on
days when class is in session at the university and 48 hours on the
weekend. I can also be reached by texting me at 614.795.6002.

o Lectures, activities, videos, practice quizzes, and other material will be posted
online byWednesday morning for the next week.

o Broken links or missing resources – We try to check and recheck to make
sure that links are working, but if you find a broken link, please let us know as
soon as possible. You can earn one point for every broken link, erroneous
date, or missing resource that is brought to the attention of the
instructors through the logistics discussion board. The first person to
identify the problem earns the point.

o Announcements: We use Announcements as the way to communicate with
the class and to cut down on the number of emails that you receive. If you
would like to have announcements sent as an email, you can adjust your
notification settings. Please see video on how to manage your emails.

o Grading and feedback: You can generally expect feedback on your news
assignments within the next 5 days to allow for timely and thoughtful feedback.
Please allow for 7 days for feedback on your examinations and legal writing
assignments.

o Class announcements: I will send all important class-wide messages through
the Announcements tool in Carmen Canvas. Please check your notification
preferences (go.osu.edu/canvas-notifications) to ensure you receive these
messages.

o Discussion board:We will reply to messages on both the logistics discussion
board and the content discussion board within 24 hours on school days. If you
have a question about the course material or the logistics of the class, we prefer
that you post the question on the appropriate discussion board first rather than
as an email to us, so that everyone has a chance to hear your question and our

https://youtu.be/OC-vulJTPc0
https://go.osu.edu/canvas-notifications
https://go.osu.edu/canvas-notifications
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response. Of course, you are still free to send us an email as not every question
need be public.

o There will be a midterm check-in with you by using a course survey to see
how the course is progressing. We would appreciate any suggestions on how
we can improve your learning experience.

EXPECTATIONS OF STUDENTS

o During the Week: Students are expected to review video lectures, activities,
videos, practice quizzes, and possibly other material. Thus, satisfactory
completion of this course requires you to actively engage with all online
material. Treat this material as you would class time: take notes and formulate
questions.

o Class Discussion: Class discussion is central to the discussion, so it is
important that all students make their voices heard through discussion boards.
At the end of each class period, I will make note of which students contributed
to the class discussion. At the end of the semester, these classroom
participation points along with points earned from your online discussion will be
totaled and given a grade using the rubric found in this syllabus. Each
contribution made during the class is worth one hash mark. Each contribution
to any discussion board is worth two hash points.

You are being evaluated against the schedule and whether there is a clear
pattern of contribution. I am not comparing individuals against one other. If
everyone contributes to the class discussion, you could all earn an “A” for class
participation.
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Course Activities

Activity Points % of Final Grade
I. Class Participation 90 20%

1. Video introduction (5)
2. Discussion Board (50)
3. (25)

II. Early Feedback Quiz 20 5%
III. Case Studies 200 50%

1. Cybersecurity- Identify Issues (20)
2. Model Information Flows (40)
3. (40)
4. Threats to Data Quality (20)
5. Create a Data Model (40)
6. Applying Law to Data
Management Project

(20)

7. Design a Cybersecurity Data
Governance Framework

(40)

V. Individual Project / Paper 100 25%
Total Possible Points 400 100%

Descriptions of Major Course Assignments

I. Class Participation

1. Video Introductions – Please introduce yourselves to the rest of the class.
The course will make use of group work within and outside of the class.

2. Discussion Boards - Questions about the readings or case studies will
serve as another way to engage the student in the course material. Please see
rubric for how class participation will be graded.

3. Constructive Feedback on Individual Presentations – Students are
expected to review presentation materials before class and make constructive
suggestions on the data governance plans and the presentation itself.
Materials will be provided on how to provide constructive feedback including
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how to evaluate the quality of the presentations. Students should use the
project rubric to evaluate the quality of the data governance plans.

Class participation is very important to this class. It is a public good.

Points Grade Criteria
35-40 A Student frequently participates in class

discussion boards.
30-34 A- Student periodically participates in

discussion board.
20-29 B Student has participated in class

discussion board.
10-19 C Student hardly ever participates in

discussion board.
0-19 D-E Student never participates in discussion

board.

II. Early Feedback Quiz – A short quick quiz on the concepts to-date will provide
quick feedback to the student on their progress in the course. Results of the quiz will
be administered before the deadline by which students can drop the course without
loss of significant tuition costs.

III. Case Studies - The class makes extensive use of case studies. Case studies are
useful tools to learn what are sometimes abstract concepts by applying them to the
real world.

Case Study 1: This case study will introduce data governance through the lens of
managing data through a cybersecurity lens. You are required to identify potential
data management problems. The case study also requires you to apply a risk
management to identify both the salience of the risk and a layered cyber deterrence
plan using appropriate policy, technical, and managerial measures to manage that
risk. The case study is rich in detail and serves to foreshadow future concepts to be
discussed in the course. As such, the class will continue to “mine” this case study for
future insights on how to manage data.

Case Study 2: A very important foundational concept in data management is that of
“data flows.” Rather than seeing the operation of an organization through an
organization chart, data managers see organizations as “data flows” so that they can
make sure that the right information gets to the right person for an appropriate use.
When this applies to cybersecurity, the data manager focuses on how data may get to
the wrong person for the wrong use. Students learn how to use systems analysis as a
way to formally model these flows. Students will begin their work by analyzing the
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“OCAP Systems Analysis case study.” Future case studies will build upon the work in
this case study.

One important area for improving cybersecurity policy implementation is the
coordination policy and management across multisector and multigovernmental units.
This case study will focus on knowing the law on which institutions should be involved,
how they should be contacted, where the responsibilities lie and making sure that
one’s own organization has the capacity to work cooperatively.

Case Study 3: This case study requires you to develop a detailed data model of the
Client – Case relationship in the OCAP case study.

Case Study 4: Using OCAP Case study data dictionary, identify metadata to manage
cybersecurity. Emphasis will be placed on creating interoperability of this metadata
with other organizations.

Case Study 5: Use the OCAP systems analysis to identify possible threats to
information quality. The focus will be the threats that poor quality pose to managing
cybersecurity risk. You are required to first develop appropriate metadata for a data
dictionary. Students are then required to conduct a quality assessment of a small
subset of data within the data dictionary using quality rule templates.

Case Study 6: Students will learn how to interpret and apply the statute and DHS
regulations that assign responsibilities and processes attendant to data breaks.
Students must understand the organization’s and individual’ responsibilities and
develop policy and procedures that identify the nature and the severity of the breach
and a communication plan. The analysis should also include a mechanism to learn
from the experience.

Case Study 7: Students are provided with a local organization’s data management
governance framework. Students will provide a high-level memorandum identifying
the important elements of a data governance framework and a process by which the
organization can plan and manage the innovation in the construction of this
framework.

IV. Individual Class Project / Undergrad Paper - Beginning with week 3, students will
work on their own individual class project and apply the knowledge and skills to
cumulatively build their individual project. A detailed description of a “quasi-real”
organization will be provided. Students are then expected to use an integrating
framework of law, management, policy, and technology that allows for a systematic
data governance evaluation. Instead of completing a class project, undergraduate
students are required to complete a ten page paper on a data governance topic of
their choosing. Student should work with the instructor on refining their paper topic.
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(Future iterations of this assignment may allow students to focus on their own
organization’s cybersecurity programs.)

Assigned Course Grade

A 100 to 93% B- < 83 to 80% D+ < 70 to 67%
A- < 93 to 90% C+ < 80 to 77% D < 67 to 60%
B+ < 90 to 87% C < 77 to 73% E < 60%
B < 87 to 83% C- < 73 to 70%

All assignments are due by 11:59 pm on the above due dates.

GRADE APPEALS

The assigned grade is designed to show the overall quality of work performed by each
student. If you believe that any grade was not properly assigned you may write a letter
explaining why you believe the grade was incorrectly assigned within one week of
receiving the graded assignment back. Each appeal will be considered, and if a re-
grade is performed, the entire assignment will be re-graded. The final grade may be
greater, less, or equal to the original grade.

Late Assignments

Late submissions are not accepted except for extenuating circumstances. If you have
an extenuating circumstance, please contact me as soon as possible before the due
date and we can work out an alternative due date.

Discussion and Communication Guidelines

The following are our expectations for how we should communicate as a class. Above
all, please remember to be respectful and thoughtful. There is a discussion board for
establishing our norms and practices that we will use for our professional
communication.

o Writing style: While there is no need to participate on discussion boards as if
you were writing a research paper, you should remember to write using good
grammar, spelling, and punctuation so that you can be understood. A more
conversational tone is fine for the discussions and peer feedback.

o Tone and civility: Let's maintain a supportive learning community where
everyone feels safe and where people can disagree amicably. I am looking for
disagreement but not uncivility. Remember that sarcasm doesn't always come
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across online. Learning requires a willingness to be vulnerable. We will not
have great discussions if there is a negative tone or incivility in the class. We
must be willing to risk asking what we fear might be a dumb question or when
contributing our experience or insight. I have found that the best questions are
not necessarily the most technical questions but those questions that we ask
from the heart.

o Writing and backing up your work: Consider composing your academic posts
in a word processor, where you can save your work, and then copying that
material into the Carmen discussion.

Academic Integrity Policy

Academic integrity is essential to maintaining an environment that fosters excellence in
teaching, research, and other educational and scholarly activities. Thus, The Ohio
State University and the Committee on Academic Misconduct (COAM) expect that all
students have read and understand the university’s Code of Student Conduct
(studentconduct.osu.edu), and that all students will complete all academic and
scholarly assignments with fairness and honesty. Students must recognize that failure
to follow the rules and guidelines established in the university’s Code of Student
Conduct and this syllabus may constitute “Academic Misconduct.”

The Ohio State University’s Code of Student Conduct (Section 3335-23-04) defines
academic misconduct as: “Any activity that tends to compromise the academic
integrity of the university or subvert the educational process.” Examples of academic
misconduct include (but are not limited to) plagiarism, collusion (unauthorized
collaboration), copying the work of another student, and possession of unauthorized
materials during an examination. Ignorance of the university’s Code of Student
Conduct is never considered an excuse for academic misconduct, so I recommend
that you review the Code of Student Conduct and, specifically, the sections dealing
with academic misconduct.

If I suspect that a student has committed academic misconduct in this course, I
am obligated by university rules to report my suspicions to the Committee on
Academic Misconduct. If COAM determines that you have violated the
university’s Code of Student Conduct (i.e., committed academic misconduct), the
sanctions for the misconduct could include a failing grade in this course and
suspension or dismissal from the university.
If you have any questions about the above policy or what constitutes academic
misconduct in this course, please contact me.

Other sources of information on academic misconduct (integrity) to which you can
refer include:

RESOURCES FROM THE DRAKE INSTITUTE FOR TEACHING AND LEARNING
RESOURCES FROM THE TEACHING AND LEARNING RESOURCE CENTER
COMMITTEE ON ACADEMIC MISCONDUCT (COAM)

https://studentconduct.osu.edu/
https://drakeinstitute.osu.edu/news/2023/03/20/artificial-intelligence-offers-opportunities-and-challenges-teaching-perspectives
https://teaching.resources.osu.edu/teaching-topics/ai-considerations-teaching-learning
https://oaa.osu.edu/academic-integrity-and-misconduct
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Artificial Intelligence and Academic Integrity

There has been a significant increase in the popularity and availability of a variety of
generative artificial intelligence (AI) tools, including ChatGPT, Sudowrite, and others.
These tools will help shape the future of work, research, and technology but when
used in the wrong way, they can stand in conflict with academic integrity at Ohio State.

All students have important obligations under the Code of Student Conduct to
complete all academic and scholarly activities with fairness and honesty. Our
professional students also have the responsibility to uphold the professional and
ethical standards found in their respective academic honor codes. Specifically,
students are not to use unauthorized assistance in the laboratory, on field work, in
scholarship or on a course assignment unless such assistance has been authorized
specifically by the course instructor. In addition, students are not to submit their work
without acknowledging any word-for-word use and/or paraphrasing of writing, ideas or
other work that is not your own. These requirements apply to all students
undergraduate, graduate, and professional.

In this class, please be sure to check for each assignment whether and how
generative AI tools can be used to complete the assignment.

Creating an Environment Free from Harassment, Discrimination, and Sexual
Misconduct

The Ohio State University is committed to building and maintaining a community to
reflect diversity and to improve opportunities for all. All Buckeyes have the right to be
free from harassment, discrimination, and sexual misconduct. Ohio State does not
discriminate on the basis of age, ancestry, color, disability, ethnicity, gender, gender
identity or expression, genetic information, HIV/AIDS status, military status, national
origin, pregnancy (childbirth, false pregnancy, termination of pregnancy, or recovery
therefrom), race, religion, sex, sexual orientation, or protected veteran status, or any
other bases under the law, in its activities, academic programs, admission, and
employment. Members of the university community also have the right to be free from
all forms of sexual misconduct: sexual harassment, sexual assault, relationship
violence, stalking, and sexual exploitation.

To report harassment, discrimination, sexual misconduct, or retaliation and/or seek
confidential and non-confidential resources and supportive measures, contact the
Office of Institutional Equity:

Online reporting form at equity.osu.edu,
Call 614-247-5838 or TTY 614-688-8605,
Or Email equity@osu.edu

https://oaa.osu.edu/academic-integrity-and-misconduct
http://equity.osu.edu/
mailto:equity@osu.edu
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The university is committed to stopping sexual misconduct, preventing its recurrence,
eliminating any hostile environment, and remedying its discriminatory effects. All
university employees have reporting responsibilities to the Office of Institutional Equity
to ensure the university can take appropriate action:

 All university employees, except those exempted by legal privilege of
confidentiality or expressly identified as a confidential reporter, have an
obligation to report incidents of sexual assault immediately.

 The following employees have an obligation to report all other forms of sexual
misconduct as soon as practicable but at most within five workdays of
becoming aware of such information: 1. Any human resource professional
(HRP); 2. Anyone who supervises faculty, staff, students, or volunteers; 3.
Chair/director; and 4. Faculty member.

Diversity Statement

The Ohio State University affirms the importance and value of diversity of people and
ideas. We believe in creating equitable research opportunities for all students and to
providing programs and curricula that allow our students to understand critical societal
challenges from diverse perspectives and aspire to use research to promote
sustainable solutions for all. We are committed to maintaining an inclusive community
that recognizes and values the inherent worth and dignity of every person; fosters
sensitivity, understanding, and mutual respect among all members; and encourages
each individual to strive to reach their own potential. The Ohio State University does
not discriminate on the basis of age, ancestry, color, disability, gender identity or
expression, genetic information, HIV/AIDS status, military status, national origin, race,
religion, sex, gender, sexual orientation, pregnancy, protected veteran status, or any
other bases under the law, in its activities, academic programs, admission, and
employment.

To learn more about diversity, equity, and inclusion and for opportunities to get
involved, please visit:

https://odi.osu.edu/
https://odi.osu.edu/racial-justice-resources
https://odi.osu.edu/focus-on-racial-justice
https://cbsc.osu.edu

Glenn College Diversity Values Statement

The Glenn College is committed to nurturing a diverse and inclusive environment for
our students, faculty, staff, and guests that celebrates the fundamental value and
dignity of everyone by recognizing differences and supporting individuality. We are
dedicated to creating a safe space and promoting civil discourse that acknowledges

https://odi.osu.edu/
https://odi.osu.edu/racial-justice-resources
https://odi.osu.edu/focus-on-racial-justice
https://cbsc.osu.edu
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and embraces diverse perspectives on issues and challenges that affect our
community.

Grievances and Solving Problems

A student who encounters a problem related to his/her educational program has a
variety of avenues available to seek resolution. (Note: the procedures for grade
grievances are explicitly covered in the faculty rules) Typically, a student is advised to
resolve any dispute, disagreement, or grievance as directly as possible, engaging with
the person or persons most closely involved. The faculty and staff of the departments
and colleges are available to work with students in this regard. If this step does not
produce acceptable results, the student should follow a logical stepwise progression to
address the academic concerns.

According to University Policies, if you have a problem with this class, you should seek
to resolve the grievance concerning a grade or academic practice by speaking first
with the instructor or professor. Then, if necessary, take your case to the department
chairperson, college dean or associate dean, and to the provost, in that order. Specific
procedures are outlined in Faculty Rule 3335-8-23. Grievances against graduate,
research, and teaching assistants should be submitted first to the supervising
instructor, then to the chairperson of the assistant's department.

Your Mental Health

As a student you may experience a range of issues that can cause barriers to learning,
such as strained relationships, increased anxiety, alcohol/drug problems, feeling down,
difficulty concentrating and/or lack of motivation. These mental health concerns or
stressful events may lead to diminished academic performance or reduce a student's
ability to participate in daily activities. The Ohio State University offers services to
assist you with addressing these and other concerns you may be experiencing.

If you or someone you know are suffering from any of the aforementioned conditions,
you can learn more about the broad range of confidential mental health services
available on campus via the Office of Student Life's Counseling and Consultation
Service (CCS) by visiting ccs.osu.edu or calling 614-292-5766. CCS is located on the
4th floor of the Younkin Success Center and 10th floor of Lincoln Tower. You can
reach an on-call counselor when CCS is closed at 614-292-5766 and 24-hour
emergency help is also available through the 24/7 by dialing 988 to reach the Suicide
and Crisis Lifeline.

http://ccs.osu.edu


Data Governance, Spring 2025

- 17 -

Student Wellness

As a student, your health and wellness can have an impact on your academic
success. Common wellness concerns during your time at the university may include
high levels of stress, sleep and diet behaviors, alcohol and other drug use, depression
and anxiety, and interpersonal relationship issues. The Office of Student Life has
numerous resources and services available to you at no charge to help you address
those concerns.

You can learn more about health and wellness resources available on campus by
visiting the websites for the Student Wellness Center, Wilce Student Health
Center, Recreational Sports and Counseling and Consultation Service. For students in
recovery or seeking recovery from substance use disorders, learn more about support
on campus by visiting the Collegiate Recovery Community. For students facing food
insecurity, learn more about the free on-campus food pantry by visiting the Buckeye
Food Alliance. For students interested in speaking with a peer to learn more about
campus resources, call the Buckeye Peer Access Line. For students interested in
meeting with a peer and setting holistic wellness goals, learn more about Wellness
Coaching.

No Buckeye Goes Hungry

The Ohio State University is committed to ensuring that all students have access to
adequate and healthy food. Any undergraduate or graduate student with a BuckID may
confidentially use the Buckeye Food Alliance food pantries. No proof of need is
required. There are two locations: West Campus: Lincoln Tower. Doors are locked - call 614-688-2508 upon

arrival. North Campus: St. Stephens. Look for the Buckeye Food Alliance (BFA) sign on
the southwest corner of the building.

To learn more, visit https://www.buckeyefoodalliance.org/

Disability Statement (with Accommodations for COVID)

The university strives to maintain a healthy and accessible environment to support
student learning in and out of the classroom. If you anticipate or experience academic
barriers based on your disability (including mental health, chronic, or temporary
medical conditions), please let me know immediately so that we can privately discuss
options. To establish reasonable accommodations, I may request that you register with
Student Life Disability Services. After registration, make arrangements with me as
soon as possible to discuss your accommodations so that they may be implemented in
a timely fashion.

https://shs.osu.edu/
https://swc.osu.edu/
https://ccs.osu.edu/
https://recsports.osu.edu/
https://shs.osu.edu/
https://swc.osu.edu/services/collegiate-recovery-community/
https://www.buckeyefoodalliance.org/
https://www.buckeyefoodalliance.org/
https://swc.osu.edu/services/buckeye-peer-access-line/
https://swc.osu.edu/services/wellness-coaching/
https://swc.osu.edu/services/wellness-coaching/
https://www.buckeyefoodalliance.org/
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If you are isolating while waiting for a COVID-19 test result, please let me know
immediately. Those testing positive for COVID-19 should refer to the Safe and Healthy
Buckeyes site for resources. Beyond five days of the required COVID-19 isolation
period, I may rely on Student Life Disability Services to establish further reasonable
accommodations. You can connect with them at slds@osu.edu; 614-292-3307; or
slds.osu.edu.

ACCESSIBILITY OF COURSE TECHNOLOGY

This online course requires use of CarmenCanvas (Ohio State's learning management
system) and CarmenZoom and other online communication and multimedia tools. If
you need additional services to use these technologies, please request
accommodations with your instructor.

 CarmenCanvas accessibility (go.osu.edu/canvas-accessibility) Streaming audio and video CarmenZoom accessibility (go.osu.edu/zoom-accessibility) Collaborative course tools

Religious Accommodations

Ohio State has had a longstanding practice of making reasonable academic
accommodations for students’ religious beliefs and practices in accordance with
applicable law. In 2023, Ohio State updated its practice to align with new state
legislation. Under this new provision, students must be in early communication with
their instructors regarding any known accommodation requests for religious beliefs
and practices, providing notice of specific dates for which they request alternative
accommodations within 14 days after the first instructional day of the course.
Instructors in turn shall not question the sincerity of a student’s religious or spiritual
belief system in reviewing such requests and shall keep requests for accommodations
confidential.

With sufficient notice, instructors will provide students with reasonable alternative
accommodations with regard to examinations and other academic requirements with
respect to students’ sincerely held religious beliefs and practices by allowing up to
three absences each semester for the student to attend or participate in religious
activities. Examples of religious accommodations can include, but are not limited to,
rescheduling an exam, altering the time of a student’s presentation, allowing make-up
assignments to substitute for missed class work, or flexibility in due dates or research
responsibilities. If concerns arise about a requested accommodation, instructors are to
consult their tenure initiating unit head for assistance.

A student’s request for time off shall be provided if the student’s sincerely held
religious belief or practice severely affects the student’s ability to take an exam or

mailto:slds@osu.edu
mailto:slds.osu.edu
https://go.osu.edu/canvas-accessibility
https://go.osu.edu/canvas-accessibility
https://go.osu.edu/zoom-accessibility
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meet an academic requirement and the student has notified their instructor, in writing
during the first 14 days after the course begins, of the date of each absence. Although
students are required to provide notice within the first 14 days after a course begins,
instructors are strongly encouraged to work with the student to provide a reasonable
accommodation if a request is made outside the notice period. A student may not be
penalized for an absence approved under this policy.

If students have questions or disputes related to academic accommodations, they
should contact their course instructor, and then their department or college office. For
questions or to report discrimination or harassment based on religion, individuals
should contact the Office of Institutional Equity.

Policy: Religious Holidays, Holy Days and Observances

FERPA and Privacy in CarmenZoom

Video and audio recordings of class lectures will be part of the classroom activity. The
video and audio recordings are used for educational use/purposes and may be made
available to all students presently enrolled in the course. Please note that you are not
allowed to share these recordings. This is to protect your FERPA rights and those of
your fellow students.

mailto:equity@osu.edu
https://oaa.osu.edu/religious-holidays-holy-days-and-observances
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Course Schedule

Subject Concepts / Skills
Covered

Readings and Assignments

Introduction to Data Management
and Governance

1. Foundational Concepts Risk Management, Layered
Cyber Deterrence

R: Cyberspace Solarium Commission Report, March
2020, Executive Summary; R Tsokas et al (2021)
Risk Management for Business Process
Reengineering: The Case of a Public Sector
Organization.

Case Study 1: Cybersecurity case study to apply risk management
and cyber deterrence concepts and foreshadow future course modules

2. The Larger Context of Data
Governance

Data Governance Framework;
Data Architecture, Systems
Analysis

R: DMBOK, Chapter 1, pp. 17-31; DMBOK, Chapter 3

Case Study 2: Use OCAP DB systems analysis case study and
formally model information flows using conventional systems analysis
modeling tools

Core Concepts and Skills
3. Data Modeling and Design Building Data Models and Using

Data Modeling Tools
R: DMBOK Chapter 5

Case Study 3: Using OCAP DB case study data dictionary and
conceptual model, develop a data model of Client–Case relationship

4. Data Security Organization Data Security
Requirements; Assessing
Tradeoffs between
Cybersecurity and Other
Business Drivers

DMBOK, Chapter 4, pp. 217-248

Individual Class Project Assignment: Using Data Security
Requirements Checklist in DMBOK, begin to identify gaps for
Individual Data Project

Guest Speaker: Ted Stanich (Alumnus) DHS / EPA

Early Feedback Quiz
5. Data Security, Round 2 Data Security Policy, and

Security Standard
DMBOK, Chapter 7, pp. 256-266
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Subject Concepts / Skills
Covered

Readings and Assignments

Managing Projects
6. Document and Content

Management
Lifecycle Management,
Enterprise Content Management
Systems

DMBOK, Chapter 9

7. Metadata Management Semantic Web; Metadata
Architecture; Standards-setting
bodies and processes,

R: DMBOK, Chapter 12

Case Study 4: Using OCAP Case study data dictionary, identify
metadata to manage cybersecurity

8. Data / Information Quality Data Profiling Tools, Quality
Assessment, Quality Rule
Templates

R: DMBOK Chapter 13

Case Study 5: Use OCAP systems analysis to identify possible threats
to information quality

9. Going from Law and Policy
to Implementation

Admin Law and Management;
Tools and Guides for Legal
Interpretation

YouTube Video: “Overview of Admin Law”
YouTube Video: Interpreting the Law: A Guide for the Professional

Case Study 6: Interpret Statute - Regulatory Rule – Executive Order
and develop organizational capacity and management plan to
implement rule

10. Governance and
Organizational Change
Management

Implementation Success
Factors, Innovation Management

R: DMBOK, Chapter 17
R: Cinar et al (2019) A systematic review of barriers to public sector
innovation process

Case Study 7: Create a data governance framework and a process by
which the organization can further plan and manage the innovation in
construction of a cybersecurity data management plan.

11. Data Governance, Data
Science and AI

Defining Big Data / AI and
Business Needs

R: DMBOK, Chapter 14
R: EDM Council: “Eyes on Data: Importance of Data Governance
When Implementing AI/ML”

12. Work on Data Governance
Project)

(No new material. Time is
provided to work with instructor
on data governance project)

No class, work on your data governance project

13.-14. Present Data
Governance Project

How to Give Effective Feedback
How to Make an Effective
Presentation

15. Finalize Governance
Project

No class, based upon class feedback, finalize your governance
project. Indicate how you responded to suggestions.



MSL  Data Privacy and Cybersecurity Regulation and Compliance 
 
Fall 2023 
 
Live Discussion/Office Hours:  5:00 pm – 7:30 pm (I don’t know which Mondays OSU has 
scheduled these.  I agreed to three over the 10 weeks) 
 
Room – Virtual/Asynchronous  
 
Professor Kirk Herath 
614-286-9841 | kirk.herath@gmail.com 
 
Office Hours:  By appointment.  Email questions are also welcomed. 
 
Zoom Meeting  ID: 969 1745 4851 
 
 
Course Overview 
 
This course examines the legal, policy, and operational management issues related to individual 
privacy and data protection. Privacy is a rapidly developing area of law as governments, 
businesses and society respond to the growing challenges and risks regarding the protection of 
information about an identified or identifiable individual. Data privacy law affects a vast range 
of businesses and products including social media, healthcare, manufacturing, finance, retail, and 
technology. 
 
This course reviews U.S. federal and state law and regulations in-depth and provides an 
overview of the EU General Data Protection Regulation (GDPR) and other global data protection 
schemes. It adopts an operational approach that focuses on a privacy professional’s role within 
the corporate environment, touching on the various aspects a data privacy function has on legal 
and compliance, information technology, human resources, information security, corporate 
communications, and internal audit. Students will learn to apply privacy legal frameworks across 
sectors and to assess privacy regulatory requirements through course readings, discussions, guest 
lecturers, and assignments, which will include working through real-world scenarios such as 
responding to a data breach, developing a privacy policy, and drafting data security and privacy 
contractual provisions. 
 
This course will provide the student with the ability to: 

·      Understand the role of the privacy lawyer and professional in ensuring compliance with 
privacy legal frameworks regarding the collection and use of data across multiple sectors. 

·      Identify major issues raised by Federal and state data privacy laws and regulations and 
develop policy responses to them.  

·      Identify and understand the general requirements of the EU’s General Data Protection 
Rule (GDPR) and evaluate its effects on U.S. based privacy compliance programs. 



• Identify and understand the major issues involved in civil and criminal enforcement of 
data privacy regulations.  

·      Understand and apply the core privacy management principles to key business 
operations. 

·      Identify the key legal and ethical challenges encountered by privacy professionals.   
 

Required Texts and Other Materials 
 
The required text for this course is Lothar Determann’s “Field Guide to Data Privacy Law”.  It is 
a very good companion to read along with tailored class readings.  My advice is to use it to 
understand terms and topics, such as consent, notice, etc.  It’s also a resource that you can use 
once you’re practicing law.  It’s available on Amazon.   
 
The book that I edited, Herath, “Building a Privacy Program:  A Practitioner’s Guide”, was 
published by the International Association of Privacy Professionals (IAPP).  Unfortunately, it is 
out of print, but I will be copying and posting relevant sections of it throughout the semester in 
advance of each class in an online place Moritz provides for me.  If you can find a used copy on 
Amazon or other book seller sites, snatch it up.  While it’s a little out of date concerning newer 
laws and regulations (since it was published in 2011), it is a wonderful OPERATIONAL 
resource for “practitioners” on how to build a program.  All of that material, as well as the 
overview of laws prior to 2011, are still very good.   
 
Additional required readings for each class will consist of open-source materials and excerpts 
from selected texts.  Hyper links or citation to these materials are provided in the syllabus. 
 
Participation 
 
Class participation is expected through discussion posts.  Students will be rewarded for 
exceptionally intelligent participation.   
 
Class Assignments and Grading 
 
There will be discussion and assignments associated with each module. You will need to 
complete these by Sunday evening at 11:59 p.m. each week to receive full credit.  Each 
assignment is worth 100 points and discussion posts are worth 50 points each.  There will be a 
potential 1350 points over the course of the class. 
 
Barring extraordinary circumstances, assignments submitted outside the permitted time frame 
without a pre-approved extension will not be accepted. 
 
Grading 
 
This course follows the grading scale and grading policies outlined in the academic standards  
policy.  
 



Other Important Policies and Statements are in the Appendix Below following the Class 
descriptions, learning objectives and reading assignments 
  
Module 1: Course Overview and Fair Information Practices (FIPs) 
 
This class covers key concepts in the field of data protection, privacy and security. It provides an 
detailed week by week overview of materials that we will cover this semester, including all 
assignments and expectations.  We will also discuss topics for the short paper and timelines.   
 
You will learn the scope and sources of data protection laws, the kinds of data protected and 
which regulators oversee data protection. Further you will learn about resources to stay abreast 
of privacy law and and how the ever-evolving field of data privacy impacts business, 
government and society.  
 
Learning Objectives are to: 

·      Understand modern history of privacy. 
·      Describe personal data. 
·      Understand data protection rules. 
·      Understand modern privacy frameworks. 

Readings  
 

• Robert Gelman, “Fair Information Practices:  A Basic History”, available at 
https://www.bobgellman.com/rg-docs/rg-FIPShistory.pdf 

• Cate, “The Failure of Fair Information Practice Principles,” (especially section 4 “A 
Modest Proposal.”) (2006), available 
at https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1156972 

• Hartzog, “The Inadequate, Invaluable Fair Information Practices,” 76 Maryland Law 
Review 952 (2017), available 
at https://digitalcommons.law.umaryland.edu/cgi/viewcontent.cgi?article=3759&context
=mlr or https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3017312.  

• Skim Steven Chabinskyu and Paul Pittman, “USA: Data Protection Laws and 
Regulations 2020,” available at: https://iclg.com/practice-areas/data-protection-laws-
and-regulations/usa 

 
Discussion Instructions – peer review at least three of your peers’ postings. 
 
Assignment – Discuss FIPPS and how it can be useful to any privacy or legal professional to 
issue spot a specific fact pattern.   
 
Module 2: California and Other State Comprehensive Privacy Laws 
 
This class continues our discussion of U.S. state data privacy and security laws with a focus on 
the trend towards more comprehensive consumer data privacy laws initiated by the California 
Consumer Privacy Act (CCPA). While California started the current trend of state-based 



comprehensive privacy laws, lawyers and companies must contend with several other states, 
including laws enacted in Virginia and Colorado.  In addition to these several other states have 
passed similar laws comprising a growing and fairly uniform set of data privacy law. 
 
Learning Objectives are to: 

·      Explain how state data privacy laws are evolving. 
·      Identify the main requirements of the California Consumer Privacy Act (CCPA) and the 

changes made by the California Privacy Rights Act (CPRA), and understand the 
differences in the new set of other state comprehensive privacy laws. 

·      Apply key requirements of the CCPA to a corporate privacy notice and other data 
practices. 

Reading  
 

• California Consumer Privacy Act of 2018, original text plus legislative amendments to 
date, available at https://theCCPA.org/ 

• THE CALIFORNIA PRIVACY RIGHTS ACT OF 2020, available at 
https://oag.gov/system/files/initiatives/pdfs/19-0021A1%20%28Consumer%20-
Version%203%29_1.pdf  

• Kosseff, “Ten Reasons why California’s New Data Protection Law is Unworkable, 
Burdensome, and Possibly Unconstitutional” (July 9, 2018), available at 
https://blog.EricGoldman.org/archives/2018/07/ten-reasons-why-Californias-new-data-
protection-law-is-unworkable-burdensome-and-possibly-unconstitutional-guest-blog-
post.him 

• Colorado:  Colorado Privacy Act, available at 
https://leg/Colorado.gov/sites/default/files/documents/2021A/bills/2021a_190_enr.pdf 

• Virginia:  Virginia Consumer Data Protection Act, available at 
https://lis.Virginia.gov/cgi-bin/legp604.exe?211+ful+SB1392ES1+pdf 

• IAPP State Proposed Law Comparison Chart, available at, 
https://iapp.org/resources/article/us-state-privacy-legislation-tracker/ 

• Jessani, “What California, Colorado and Virginia Teach Us About the Future of US 
Privacy Law, “ (InfoSecurity Magazine Oct 5, 2021), available at 
https://www.wilmerhale.com/en/insights/publications/20211005-what-California-
Colorado-and-Virginia-teach-us-about-the-future-of-us-privacy-law  

 

Discussion Instructions 

1. Complete your analysis of the Nationwide Insurance Privacy Notice for California 
Residents. 

2. Post your analysis with any questions you have about whether/how the Notice complies 
with the California Consumer Privacy Act. 



Your initial post is due Thursday at 11:59pm ET with 2 additional responses to your peers, 
posted no later than Sunday at 11:59pm ET. Please remember this is a post first discussion. 
You must post your initial post before seeing replies. 

Assignment Instructions 

1. Read The Score's privacy notice analyzed against the CCPA. This article provides a 
detailed example of how to apply the CCPA to an existing privacy policy. 

2. Read Nationwide Insurance's Privacy Notice for California Residents. 
3. Using the article above and the checklist on this site, draft your own analysis of how 

Nationwide's Privacy Notice complies with the CCPA. We recognize that this is a 
challenging assignment. Don't worry about getting it 100% perfect. Just do your best. We 
will provide feedback in the follow-up discussion. 

4. Use .5 inch margins, Arial or Calibri, 12-point font. Submit your completed assignment 
by Thursday at 11:59pm ET. 

 

 
Module 3: Data Breach Notification 
 
We will learn about the variety of data breach requirements – statutory and regulatory — in the 
United States.  This will include a look at the patchwork of state breach laws, the way Federal 
regulators backed into the space, as well as how state attorneys general have impacted business 
practices.   
 
Learning objectives are to: 
 

• Understand the U.S. state/federal framework 
• Apply the law to a practical fictional client opinion assignment (case study) 

 
Readings 
 

• California Data Breach Notification Law, California Civil Code, Section 1798.82, 
available  
at https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?sectionNum=1798.
82.&lawCode=CIV 

• Federal Trade Commission, “Data Breach Response, A Guide For Business”, available 
at https://www.ftc.gov/tips-advice/business-center/guidance/data-breach-response-guide-
business 

• Mitnick, “No more waiting: it’s time for a federal data breach law in the U.S.,” available 
at https://www.accessnow.org/no-more-waiting-its-time-for-a-federal-data-breach-law-
in-the-u-s/ (April 10, 2018) 



• Obama Administration, “The Personal Data Notification & Protection 
Act,” https://obamawhitehouse.archives.gov/sites/default/files/omb/legislative/letters/upd
ated-data-breach-notification.pdf 

• 45 C.F.R. § 164.402 (Definitions) – Breach 
• Federal Trade Commission, “Statement of the Commission On Breaches by Health Apps 

and Other Connected Devices,”  (Sept. 15, 2021), available 
at https://www.ftc.gov/system/files/documents/public_statements/1596364/statement_of_
the_commission_on_breaches_by_health_apps_and_other_connected_devices.pdf 

 

Discussion Instructions 

1. Complete the Data Breach Notification Assignment. 

2. Post your analysis and, using one of the differences you identified in each law, explain what 
you think the likely effect and rationale is for that difference.  

Your initial post is due Thursday at 11:59pm ET with 2 additional responses to your peers, 
posted no later than Sunday at 11:59pm ET. Please remember this is a post first discussion. 
You must post your initial post before seeing replies. 

Assignment Instructions  

1. Read the following fact pattern regarding a potential data breach. 
2. Skim Data-Security-Breach-Notice-Letter.pdf  and refer to it as a resource for your post. 
3. Re-read the California and Ohio data breach notification laws and draft a brief analysis 

comparing the following issues under each law: (1) whether this incident is a reportable 
breach (including any additional information you think you need to decide; (2) the timing 
for sending the notification under each law; and (3) the information you would include in 
the notification letter. 

4. Use .5 inch margins, Arial or Calibri, 12-point font. Submit your completed assignment 
by Thursday at 11:59pm ET. 

Fact Pattern 

On June 19, 2020, MEDNAX discovered that an unauthorized third party gained access to 
certain Microsoft Office 365-hosted MEDNAX business email accounts through phishing. 
“Phishing” occurs when an email is sent that looks like it is from a trustworthy source, but it is 
not. The phishing email prompts the recipient to share or give access to certain information. 
Upon discovery of this event, MEDNAX immediately took action to prevent any further 
unauthorized activity, began an investigation, and engaged a national forensic firm. 



Based on the investigation, the unauthorized party was able to access certain business email 
accounts between June 17, 2020 and June 22, 2020. 

The event was limited to a small number of business email accounts. Those email accounts are 
separate from MEDNAX’s internal network and systems, which were not involved in the event. 
Even though a thorough investigation was conducted, it was not possible to conclusively 
determine whether personal information was actually accessed by the unauthorized party. No 
information was exfiltrated from any account. Based on the data analysis that was performed and 
ultimately completed in late November 2020, we were able to determine that over 1000 
individuals may have had the following information in the email accounts: 

1. first and last name; and 
2. security code for accessing online health portal. 

 
Module 4: FCRA and the FACT Act  
 
This class surveys the Fair Credit Reporting Act (FCRA) and the FACT Act, which amended and 
updated the FCRA.  These two laws are major federal sectoral privacy law governing the 
collection and use of consumer report information (i.e., credit reports).  We will discuss how 
consumer report information is regulated by both state AGs and the FTC.  
 
Learning objectives are to:  

·      Identify and apply the major provisions of the FCRA and FACT Act. 
• Understand and describe how consumer reports are created and how consumer reporting 

agencies are regulated.   
• Describe how consumer reports can be legally used by creditors and employers. 

 
Readings  
 

• Federal Trade Commission, “A Summary of Your Rights Under the Fair Credit 
Reporting Act,” available at https://www.consumer.ftc.gov/articles/pdf-0096-fair-credit-
reporting-act.pdf  

• Consumer Financial Protection Bureau, “Exam Manual Update,” available at 
https://files.consumerfinance.gov/f/documents/102016_cfpb_GLBAExamManualUpdate.
pdf (Read pages 1-7) 

 
Discussion – Post your written analysis and peer review at least three of your classmates’ 
analysis. 
 
Assignment – Everyone is permitted to obtain access to their consumer reports.  Go online 
and look at your credit report from at least two consumer reporting agencies (Experian, 



TransUnion or Equifax).  Describe the ease or not of the process for obtaining your 
consumer report, checking your report for any innacurracies and, if there are any begin 
the correction process.  Also, describe the process surrounding your ability to limit access, 
opt-out, freeze or control who can use your consumer report.  Do not put your credit score 
in this analysis, but it would be interesting to know whether or not you understand the 
score. 
 
Module 5: Financial Services Privacy and Security - Gramm-Leach-Bliley Act (GLBA)  
 
This class surveys GLBA, which is a major federal sectoral privacy law governing the financial 
services industry.  We will discuss how privacy for financial services is regulated by both state 
and federal regulators.  
 
Learning objectives are to:  

·      Identify and apply the major provisions of the GLBA. 
·      Understand and describe the common features and differences among these laws and the 

FTC’s Section 5 authority.   

Readings 
 

• Hoofnagle, Hartzog and Solove, “The FTC can rise to the privacy challenge, but not 
without help from Congress,” available at 
https://www.brookings.edu/blog/techtank/2019/08/08/the-ftc-can-rise-to-the-privacy-
challenge-but-not-without-help-from-Congress/  

• Federal Trade Commission, “How to Comply with the Privacy of Consumer Financial 
Information Rule of the Gramm-Leach-Bliley Act,” (July 2002).  Available at:  
https://www.ftc.gov/system/files/documents/plain-language/bus67-how-to-comply-
privacy-consumer-financial-information-rule-gramm-leach-bliley-act.pdf  

 
Discussion – Post your written assignment and peer review three classmates’ posts. 
 
Assignment – Describe what financial services companies are required to do under under 
GLBA and list out the different regulators (both state and federal) and which industries 
they regulate. 
 
Module 6: HIPAA and HITECH  
 
We will read and review how the health care sector is regulated by the Health Insurance 
Portability and Accountability Act (HIPAA) and the related Health Information Technology for 
Economic and Clinical Health Act (HITECH). 
 
Learning Objectives are to: 

• Identity the major provisions of the HIPAA and HITECH. 



Readings  
 

• Nahra, “HIPAA Privacy and Security for Beginners,” available 
at https://www.wileyrein.com/newsroom-newsletters-item-5029.html 

• 45 C.F.R. Section 164.501(Definitions) – “treatment,” “payment” and “health care 
operations”  

• 45 C.F.R. Section 164.501(Definitions) – “covered entity,” “health care provider,” and 
“health plan” (skim the health plan definition) 

• 45 C.F.R. Section 164.501(Definitions) – Marketing 
• 45 C.F.R. § 164.502(a) 
• 45 C.F.R. § 164.506 
• 45 C.F.R. § 164.508 
• 45 C.F.R. §164.512 (skim, focus on topics addressed rather than details) 
• 45 C.F.R. § 160.103 (Definitions) “Business Associate”  
• 45 C.F.R. § 164.504e (Business Associate Contracts) 
• Nahra, “A public service announcement about the HIPAA Privacy Rule,” (IAPP), June 

21, 2021, available at https://www.wilmerhale.com/en/insights/publications/20210621-a-
public-service-announcement-about-the-hipaa-privacy-rule 

• SAMPLE BUSINESS ASSOCIATE AGREEMENT PROVISIONS, available at 
https://www.hhs.gov/hipaa/for-professionals/covered-entities/sample-business-associate-
agreement-provisions/index.html 
 

Assignment Description  
 

You are the General Counsel and/or Chief Compliance Officer for NewCorp.  NewCorp is a 
holding company containing a diverse array of affiliates and subsidiaries.  NewCorp produces 
computer equipment for commercial and retail customers.  It also owns a bank, mortgage 
company an insurance company.  Finally, it has recently announced a new health tech cloud data 
service to help pharmacies manage customer information. NewCorp has the full array of web and 
digital properties on which you sell and service your customers.  They also have some in-person 
retail operations.  NewCorp is a U.S. domiciled company with HQ’s in Birmingham, Alabama, 
and operates in all 50 states. 

• Your assignment as GC/CCO is to analyze NewCorp’s business and recommend: 
• 1.  How many privacy statements are needed? 
• 2.  How would each need to be communicated to customers and consumers? 
• 3. Which privacy laws cover NewCorp’s business activities? 
• 4.  Which regulators have jurisdiction over each of NewCorp’s privacy compliance 

activities. 
• Use .5 inch margins, Arial or Calibri, 12-point font. Submit your completed assignment 

by Thursday at 11:59pm ET. 

 
 
Module 7: EU General Data Protection Regulation (GDPR)  



 
In this module we will survey the European approach to data privacy or data protection with a 
focus on the General Data Protection Regulation and representative national implementing 
legislation and its impact on data transfers, particularly to and from the U.S. 
 
Learning Objectives are to: 

·      Identify and explain the key concepts of Europeans data protection law, 
·      Identify and explain the major provisions of the General Data Protection Regulation 

(GDPR) and its relationship to national implementing legislation in European countries. 

Readings  
 

• Information Commissioner’s Office, “Preparing for the General Data Protection 
Regulation (GDPR): 12 steps to take now,”  available 
at https://www.huntonprivacyblog.com/wp-content/uploads/sites/28/2016/03/preparing-
for-the-gdpr-12-steps.pdf (and other locations)  

• Philip L. Gordon, “Ten Steps For U.S. Multinational Employers Towards Compliance 
With Europe’s New Data Protection Framework – The General Data Protection 
Regulation,” available  at http://www.littler.com/publication-press/publication/ten-steps-
us-multinational-employers-towards-compliance-europe%E2%80%99s-new 

• Solove, “Why I Love the GDPR: Ten Reasons,” (May 2, 2018), available 
at  https://teachprivacy.com/why-i-love-the-gdpr/. 

• Lomas, “EU puts out final guidance on data transfers to third countries,” (TechCrunch 
June 22, 2021, available at https://techcrunch.com/2021/06/22/eu-puts-out-final-
guidance-on-data-transfers-to-third-countries/ 

• Allen & Overy, The EU General Data Protection Regulation, available 
at http://www.allenovery.com/publications/en-gb/data-protection/Documents/GDPR-
Brochure-2018.pdf 

 
You should also review relevant sections of Determann’s Field Guide, as he nicely synthesizes 
all of the requirements.   
 

Discussion Instructions 

1. One of the more challenging aspects of the GDPR is determining a lawful basis for 
processing personal data. Read the article Direct Marketing Under the GDPR: Consent vs 
Legitimate Interests, which discusses how two of the most commonly used bases 
potentially apply to direct marketing to consumers. 

2. Explain what each of these bases require for direct marketing to consumers and the pros 
and cons of relying on each. 



Your initial post is due Thursday at 11:59pm ET with 2 additional responses to your peers, 
posted no later than Sunday at 11:59pm ET. Please remember this is a post first discussion. 
You must post your initial post before seeing replies. 

 
Module 8: The Federal Trade Commission and Privacy and Security Protection  
 
The U.S. lacks a comprehensive national data privacy law. Instead, it has a patchwork of laws 
and regulations that apply to specific sectors and/or activities, including consumer protection, 
health-care, financial services, and others. The Federal Trade Commission (FTC) has interpreted 
its authority to protect consumers against "unfair and deceptive" trade practices to encompass 
requiring companies to engage in reasonable security and privacy practices.  
 
Learning Objectives are to: 

·      Understand and describe the role of the Federal Trade Commission in regulating data 
security and privacy. 

·      Explain how the FTC has interpreted Section 5 of the Federal Trade Commission Act to 
provide authority to regulate data security and privacy.   

·      Understand and describe the limits of the FTC’s authority and why it relies primarily on 
enforcement actions instead of formal rule-making to regulate data security and privacy.   

Readings  
 

• The Federal Trade Commission, “Start with Security:  A Guide for Business,” available 
at https://www.ftc.gov/tips-advice/business-center/guidance/start-security-guide-business. 

• The Federal Trade Commission, “Financial Institutions and Customer Information:  
Complying with the Safeguards Rule”, available at https://www.ftc.gov/tips-
advice/business-center/guidance/financial-institutions-customer-information-complying. 

• The Federal Trade Commission, “Standards for Safeguarding Customer Information; 
Final Rule,” (16 CFR Part 314)(May 23, 2002) available at: 
https//www.ftc.gov/sites/default/files/documents/federal_register_notices/standards-
safeguarding-customer-information-16cfr-part-
314/020523standardsforsafeguardingcustomerinformation.pdf (Read the actual 
provisions of the Rule at 36493-36494) 

• Section 5 of the FTC Act. Available here and in other places.  
HTTPS://www.law.Cornell.edu/us code/text/15/45 (focus on (a)(1) and (a)(4) 

• LabMD v. Federal Trade Commision, Case No. 16-16270 (11th Cir. 2018), available at 
http://media.ca11.UScourts.gof/opinions/pub/files/201616270.pdf.  

 
Discussion – Post your assignment and peer review at least three of your classmates’ posts. 
 
Assignment – Analyze the LabMD case and whether or not you agree with the court’s 
ultimate holding and whether or not this case sets a good standard for what comprises 
“reasonable” security. 



 
 
Module 9:  TCPA and the FCC (and the FTC and State Attorneys General)  
 
This class will be a discussion of the Telephone Consumer Protection Act of 1991 (TCPAP, 
which is another federal sectoral privacy law. We discuss the the role of the Federal 
Communications Commission, which is the primary regulator, and we will also discuss the roles 
of the FTC and state AGs in enforcement.   
 
Learning Objectives are to: 

·      Understand and apply the major provisions of the Telephone Consumer Protection Act 
(TCPA). 

·      Explain the important Federal privacy enforcement role played by the Federal 
Communications Commission.  

• Will add a few state do not call laws and article on the importance of state AG 
enforcement  

Readings 
 

• Electronic Privacy Information Center, “Telemarketing and the Telephone Consumer 
Protection Act (TCPA),” available at https://www.epic.org/privacy/telemarketing / (skip 
past “Top News” to Introduction) 

 
Discussion – Post your assignment and peer review at least three classmates’ posts. 
 
Assignment – Investigate the process for putting your name on both the Federal and the 
Ohio do not call lists.  Describe the process and whether or not you put your name on those 
lists.   
 
Module 10:  COPPA and CAN-SPAM  
 
We discuss the Children's Online Privacy Protection Act (COPPA) and the CAN-SPAM Act, the 
Telephone Consumer Protection Act of 1991 and the role of the Federal Communications 
Commission. 
 
Learning Objectives are to: 

·      Understand and apply the major provisions of COPPA. 
·      Understand and apply the major provisions of the CAN-SPAM Act. 
·      Explain the important Federal privacy enforcement role played by the Federal Trade 

Commission.  

Readings  
 



• Federal Trade Commission, Complying with COPPA, https://www.ftc.gov/tips-
advice/business-center/guidance/complying-coppa-frequently-asked-questions-0 

• Federal Trade Commission, “Children’s Online Privacy Protection Rule: A Six-Step 
Compliance Plan for Your Business,” available at https://www.ftc.gov/tips-
advice/business-center/guidance/childrens-online-privacy-protection-rule-six-step-
compliance 

• Proposed new legislation on COPPA (Press release), available 
at https://castor.house.gov/news/documentsingle.aspx?DocumentID=403677 

• [Proposed]  STIPULATED ORDER FOR PERMANENT INJUNCTION AND CIVIL 
PENALTY JUDGMENT (Google and YouTube), available 
at   https://www.ftc.gov/system/files/documents/cases/172_3083_youtube_coppa_consent
_order.pdf 

• 5 U.S.C. §7704(a)(3), (a)(4) (CAN-SPAM Act) 
• Federal Trade Commission, “CAN-SPAM Act: A Compliance Guide For Business,” 

available at https://www.ftc.gov/tips-advice/business-center/guidance/can-spam-act-
compliance-guide-business    

• Brennan, Complying with the CAN-SPAM Act (2016), available 
at https://www.lexisnexis.com/lexis-practice-advisor/the-
journal/b/lpa/archive/2016/11/08/complying-with-the-can-spam-act.aspx 

• Wodinsky, “The Butt Pajamas Will Follow You Forever,” (Dec. 20, 2020), available 
at   https://gizmodo.com/the-butt-pajamas-will-follow-you-forever-1845929307 

• Federal Trade Commission, “COMPLYING WITH COPPA: FREQUENTLY ASKED 
QUESTIONS,” available at https://www.ftc.gov/tips-advice/business-
center/guidance/complying-coppa-frequently-asked-questions-0 

 
Discussion – Post your assignment and peer review at least three of your classmates’ posts.   
 
Assignment – Provide examples from your own personal email account of marketing emails 
and describe the process for removing yourself from marketing.  Review the online terms 
and conditions of at least three companies and how their processes compare and contrast 
for ease of consumer preference management and control over marketing and sharing of 
consumer information.  
 
Appendix – Additional Important Policies and Statements 
 
Disability 
  
Moritz is committed to providing an environment that ensures that no individual is discriminated 
against on the basis of disability. In light of the current pandemic, students seeking to request 
COVID-related accommodations may do so through the University's request process, managed 
by Student Life Disability Services. If you anticipate or experience academic barriers based on 
your disability (including mental health, chronic, or temporary medical conditions), you should 
notify Assistant Dean for Students Darren Nealy as soon as possible at 614-688-4676 
or nealy.1@osu.edu. Dean Nealy will work with you and Student Life Disability Services to 
coordinate reasonable accommodations for students with documented disabilities. Student Life 



Disability Services contact information: slds@osu.edu; 614-292-3307; 098 Baker Hall, 113 W. 
12th Avenue. 
  
Academic Misconduct 
  
Academic integrity is essential to maintaining an environment that fosters excellence in 
teaching, research, and other educational and scholarly activities. The Ohio State 
University and the College of Law expect that all students have read and understand 
the Moritz College of Law Honor Code and that all students will complete all academic and 
scholarly assignments and examinations in compliance with the Honor Code. Students 
must recognize that failure to follow the rules and guidelines established in the Honor Code 
and this syllabus may constitute academic misconduct as defined in Article IV.B of the 
Honor Code. Examples of academic misconduct include (but are not limited to) plagiarism, 
collusion (unauthorized collaboration), copying the work of another student, and 
possession of unauthorized materials during an examination. Ignorance of the Honor Code 
is never considered an excuse for academic misconduct, so I recommend that you review 
the Honor Code. If I suspect that a student has committed academic misconduct in this 
course, I am obligated by College rules to report my suspicions to the 
College Administration. The sanctions for the misconduct could include a failing grade in 
this course, suspension or dismissal from the College and University, and a report to the 
relevant bar authorities. If you have any questions about the above policy or what 
constitutes academic misconduct in this course, please contact me. 
  
 Attendance  
  
I expect regular and punctual in-person class attendance and preparation for class, in conformity 
with the requirements of College Rule 9.08 and ABA Standard 308. I reserve the right to 
sanction a failure to meet these expectations by exclusion from the course in question, by 
reduction in course grade, or by memorandum to a student’s file. 
  
Students are expected to follow University requirements for COVID-19 quarantine and isolation, 
as well all public health guidance from state, federal, and local authorities. You should notify 
me as soon as possible if you are unable to attend class for medical reasons (COVID-19 or other 
illnesses), or for emergency or similar reasons. Students in special situations or those requiring 
accommodation should seek support from Student Life Disability Services and/or Assistant Dean 
for Students Darren Nealy. 
   
 Class recordings  
  
Video and/or audio recordings of class lectures and discussions will be part of this course. The 
video and audio recording(s) will be used for educational purposes and may be made available to 
all students presently enrolled in the course. Students are not permitted to create recordings of all 
or any part of any class, whether by video, photographic, audio, or any other means (including 
computer screenshots). Students are not permitted to share any recordings of all or any part of 
any class, whether by video, photographic, audio, or any other means (including computer 
screenshots). Making, using, or sharing recordings of this class in any form constitutes a 



violation of Rule 9.33 of the Moritz Faculty Rules and of the Ohio State University Code of 
Student Conduct and will be handled administratively within the College. Violation of this policy 
may be sanctioned by exclusion from the course, by reduction in the course grade, or by 
memorandum to a student’s file (which may be reported to relevant bar authorities).  
  
Mental Health 
  
As a student you may experience a range of issues that can cause barriers to learning, such as 
strained relationships, increased anxiety, alcohol/drug problems, feeling down, difficulty 
concentrating and/or lack of motivation. These mental health concerns or stressful events may 
lead to diminished academic performance or reduce a student's ability to participate in daily 
activities. The Ohio State University and the Moritz College of Law offer services to assist you 
with addressing these and other concerns you may be experiencing. Moritz students have access 
to our embedded counselor, Audia Fraley, as well as urgent care and triage counseling, provided 
from the University. Both the Wexner Medical Center and the Ohio State Chief Wellness 
Officerhave made available helpful mental health online resources specific to the coronavirus 
pandemic. 
  
You can learn more about the broad range of confidential mental health services available on 
campus via the Office of Student Life Counseling and Consultation Services (CCS) by 
visiting ccs.osu.edu or calling (614) 292- 5766. CCS is located on the 4th Floor of the Younkin 
Success Center and 10th Floor of Lincoln Tower. You can reach an on-call counselor when CCS 
is closed at (614) 292-5766 and 24 hour emergency help is also available through the 24/7 
National Prevention Hotline at 1-(800)-273-TALK or at suicidepreventionlifeline.org. Other 
resources you may find helpful: 

• Ohio Lawyers Assistance Program (OLAP): ohiolap.org.   
• Collegiate Recovery Community (CRC): https://swc.osu.edu/services/collegiate-recovery-

community/ 
  
Basic Needs Security  
  
I encourage any student who faces challenges accessing sufficient food to eat or who lacks a safe 
and stable place to live, to contact the Assistant Dean for Students for support. You may also 
notify me if you are comfortable doing so. Other resources you may find helpful: 

• Buckeye Food Alliance: buckeyefoodalliance.org/ 
• Student Advocacy Center: advocacy.osu.edu/ 

  
Sexual Misconduct/Relationship Violence  
  
Title IX makes it clear that violence and harassment based on sex and gender are Civil Rights 
offenses subject to the same kinds of accountability and the same kinds of support applied to 
offenses against other protected categories (e.g., race). If you or someone you know has been 
sexually harassed or assaulted, you may find the appropriate resources at http://titleix.osu.edu or 
by contacting the Ohio State Title IX Coordinator at titleix@osu.edu. 
 
Diversity & Inclusion 



  
The Ohio State University affirms the importance and value of diversity in the student body. Our 
programs and curricula reflect our multicultural society and global economy and seek to provide 
opportunities for students to learn more about persons who are different from them. We are 
committed to maintaining a community that recognizes and values the inherent worth and dignity 
of every person; fosters sensitivity, understanding, and mutual respect among each member of 
our community; and encourages each individual to strive to reach his or her own potential. 
Discrimination against any individual based upon protected status, which is defined as age, color, 
disability, gender identity or expression, national origin, race, religion, sex, sexual orientation, or 
veteran status, is prohibited. 
  
  
  
 
  
 



Law of Cyberspace

Summer 2023

Online Only

Contact Information:
Prof. Marcel C. Duhamel

216-479-6112 (office)
216-233-4653 (cell) (preferred)
He/him/his

Students may reach me at any time using the information above. My preferred method of
communication is by email.

Overview

What is the law of the internet? How is it enforced? Is the internet special or
exceptional, or is it simply a new variation on long-standing structures? This course will
examine the law of the internet – some things old (traditional legal concepts applied to
new technological and legal constructs); some things new (government regulation
specific to “cyberspace”); and the merging of both old and new legal concepts to govern
ever-changing technologies.

Learning Goals

1. Students will develop working knowledge of the ways in which traditional US legal
concepts do and do not apply to “cyberspace” technologies.

2. Students will understand the fundamental provisions of specific technology-related
US statutes, including the Communications Decency Act, Stored Communications
Act, Wiretap Act, Computer Fraud and Abuse Act, and Digital Millennium
Copyright Act.

3. Students will demonstrate the ability to analyze and resolve simulated “real world”
client problems, including matters involving online privacy, data security, online
speech, and eCommerce.

4. Students will demonstrate the ability to think creatively in applying traditional legal



concepts (e.g. property, contract, and search-and-seizure rules) to issues
concerning a variety of online platforms and communication tools.

5. Students will demonstrate the ability to develop and refine their understanding
through discussion and debate.

Required Materials

The casebook for the class is JAMES GRIMMELMANN, INTERNET LAW: CASES AND
PROBLEMS. It is available as a PDF download at semaphorepress.com for a
suggested price $30. You will need the 12th Edition (2022). Those who wish to
purchase a printed and bound copy can do so at Amazon, where at last report the cost
was $66.60:
h t t p s : / / w w w . a m a z o n . c o m / I n t e r n e t - L a w - P r o b l e m s - J a m e s -
Grimmelmann/dp/1943689032/ref=sr_1_1?dchild=1&keywords=JAMES+GRIMMELMA
NN%2C+INTERNET+LAW%3A+CASES+AND+PROBLEMS&qid=1609787093&sr=8-1
An important note from the author:
“I chose to publish with Semaphore because of their fairer business model. By
publishing online, they are able to keep costs much lower: the suggested price is $30,
instead of the $150 or more you might pay for a comparable casebook from a major
publisher. You receive a PDF that you can read on your computer, tablet, or
smartphone. You can print out as much, or as little, as you need. If the copy you printed
is damaged, you can print the missing pages again, as often as you need.
There is an important bargain here. The success of this business model depends on
you. We are trusting you not to buy one copy and share it with all your friends. We are
also asking you to pay the suggested price. If you think this bargain is a fair one, please
help us help bring casebook prices down by doing your part.
My request: Please pay the suggested price. Reward good behavior.”

Also please note: This course is about an actively changing field, and reading
assignments may change to reflect current news and developments.
PLEASE READ THE FIRST ASSIGNMENT PRIOR TO THE FIRST CLASS SESSION
We will all have a better experience in the first session if you come prepared, having
done the reading.

o City of Ontario v. Quon, 560 U.S. 746 (2010)
o JG pg 11-14 (Introduction)
o JG pp. 58-74

https://www.amazon.com/Internet-Law-Problems-James-Grimmelmann/dp/1943689032/ref=sr_1_1?dchild=1&keywords=JAMES+GRIMMELMANN%2C+INTERNET+LAW%3A+CASES+AND+PROBLEMS&qid=1609787093&sr=8-1
https://www.amazon.com/Internet-Law-Problems-James-Grimmelmann/dp/1943689032/ref=sr_1_1?dchild=1&keywords=JAMES+GRIMMELMANN%2C+INTERNET+LAW%3A+CASES+AND+PROBLEMS&qid=1609787093&sr=8-1
https://www.amazon.com/Internet-Law-Problems-James-Grimmelmann/dp/1943689032/ref=sr_1_1?dchild=1&keywords=JAMES+GRIMMELMANN%2C+INTERNET+LAW%3A+CASES+AND+PROBLEMS&qid=1609787093&sr=8-1


Grading criteria

The exam will be an eight-hour, open‐book essay exam. I anticipate that the exam will
consist of two or three essay questions, each with a strictly enforced word limit.
I will also assign a pair of problems from the casebook as a writing assignment.
Class attendance and participation will also count toward your grade.

Course Policies

Attendance: In conformity with the requirement of College Rule 9.08 and ABA
Standard 308, I expect regular class attendance and preparation for class. Having said
that, however, I do understand that life comes with conflicts and complications, not all of
which are foreseeable. If you run into issues that affect your ability to meet the
attendance expectations please contact me to discuss. As is true in the legal practice
generally, asking for permission will typically yield better results than will asking for
forgiveness.

Preparation: For your benefit and that of your classmates, read the assignments for
class and be prepared to discuss them. Better preparation will enhance the value of
class sessions. Please note as well that being prepared is one of the key components
of a successful legal career, and consequently a skill one is wise to develop while still in
school.

As noted above, class attendance is required. Please attend class even if you are not
prepared. Class discussion will increase your understanding of the course material and
you still may be able to participate.

Participation Tips:

o Be present
o Spend your class time in class. Avoid spending class time doing

other tasks or otherwise not engaging with the class process.
o Have opinions; express them; ask questions.
o Be considerate, compassionate, and respectful toward all
others in the class. Don’t be afraid to disagree; be respectful when
you do.

Academic Misconduct: Academic integrity is essential to maintaining an environment
that fosters excellence in teaching, research, and other educational and scholarly
activities. Thus, The Ohio State University and the College of Law expect that all
students have read and understand the Moritz College of Law Honor Code
(https://moritzlaw.osu.edu/registrar/docs/honor_code.pdf), and that all students will
complete all academic and scholarly assignments and examinations with fairness and
honesty. Students must recognize that failure to follow the rules and guidelines

https://moritzlaw.osu.edu/registrar/docs/honor_code.pdf


established in the Honor Code and this syllabus may constitute academic misconduct
as defined in Article IV.B of the Honor Code. Examples of academic misconduct include
(but are not limited to) plagiarism, collusion (unauthorized collaboration), copying the
work of another student, and possession of unauthorized materials during an
examination. Ignorance of the Honor Code is never considered an excuse for academic
misconduct, so I recommend that you review the Honor Code. If I suspect that a student
has committed academic misconduct in this course, I am obligated by College rules to
report my suspicions to the College Administration. The sanctions for the misconduct
could include a failing grade in this course, suspension or dismissal from the College
and University, and a report to the relevant bar authorities. If you have any questions
about the above policy or what constitutes academic misconduct in this course, please
contact me.

Accommodations:

Moritz is committed to providing an environment that ensures that no individual is
discriminated against on the basis of any disability. Students with disabilities (as defined
under the Americans with Disabilities Act of 1990) who may need special academic
accommodations should notify the Assistant Dean for Students as soon as possible.
The dean will work with the student, the Office of Disability Services, and me to
coordinate reasonable accommodations for students with documented disabilities. The
Office for Disability Services is located in 098 Baker Hall, 113 W. 12th Ave, Columbus,
OH 43210; telephone 292-3307, VRS 614-429-1334; http://www.ods.ohio-state.edu/.

http://www.ods.ohio-state.edu/


Schedule:

Below is a tentative reading schedule. We may vary the speed or order of the readings
depending on the needs of the class, and it is highly likely that the specific dates and
assignments below will be adapted along the away. As noted above, given the dynamic
nature of the subject matter I may also assign additional or varying materials as the
semester progresses. The materials we will be studying can be found either in the
assigned textbook, through Lexis or Westlaw or, in a pinch, through Google. Copies of
any materials not available through these sources will be posted on Carmen.

I. Introduction

1. First Thoughts: Adapting the Law to Technology
o City of Ontario v. Quon, 560 U.S. 746 (2010)
o JG pg 11-14 (Introduction)

2. Theories and Realties of the Internet
a. JG pp. 58-74

II. The Technical Stuff [Brian Donato, guest speaker]
 JG pp. 17-55

III. Jurisdiction

3. JG pp . 68-122

IV. Speech

4. JG pp. 123-194

V. eCommerce

5. Amazon, Ebay, et al: An Introduction to eCommerce
 JG 624-64
 JG 367-383
 Skullcandy, Inc. v. Filter USA, Inc., 2019 U.S. Dist. LEXIS 104393 (D.

Utah June 21, 2019)



VI. Privacy

6. JG pp. 195-320

VII. Access to Computers

7. JG pp. 325-366

VIII. Platforms

29. JG. pp. 547-623
30. JG pp 660-682
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Purpose
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The purpose of this analysis is to 
compile the high-level 
information, including the 
presentation of that information, 
prospective learners are seeking 
most about online programs from 
comparator/competitor programs 
at other institutions. 



Institutions Analyzed 
• Cleveland State University

• Rationale – Regional competitor, parallels to online MSL offering at Ohio State 
with additional cybersecurity concentration, competitive on price, 
asynchronous course options, 100% online

• Indiana University - Bloomington
• Rationale – similar program to Ohio State (with policy and technical courses), 

stackable with MS program, top regional competitor, 100% online 

• University of Southern California
• Rationale – large national online competitor, multiple program options 

(standalone, concurrent with another degree), top-ranked law school, 100% 
online 

Ohio State Online

3



Ohio State Online
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Cleveland State University
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Overview

CLEVELAND STATE UNIVERSITY

Program Name: Cybersecurity and Data Privacy 
Certificate

Offering College: CSU College of Law, CSU College 
of Business

College of Law Program Page URL:
https://www.law.csuohio.edu/academics/curricul
um/concentrations/cybersecurityprivacy 

College of Business Program Page URL: 
https://business.csuohio.edu/academics/cyberse
curity-and-data-privacy-certificate 

Business Page

Law Page

https://www.law.csuohio.edu/academics/curriculum/concentrations/cybersecurityprivacy
https://www.law.csuohio.edu/academics/curriculum/concentrations/cybersecurityprivacy
https://business.csuohio.edu/academics/cybersecurity-and-data-privacy-certificate
https://business.csuohio.edu/academics/cybersecurity-and-data-privacy-certificate
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Program Academic Details

CLEVELAND STATE UNIVERSITY

Credit Hours Required

Core Courses

Elective Courses

Course Modality (Sync/Async)

Experiential Learning/Externship

Program Structure

Ohio State Online
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Affiliations
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Admissions and Enrollment

CLEVELAND STATE UNIVERSITY

Request for Information 
Form

Program Contact 
Information

Admission 
Requirements
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Value Propositions

CLEVELAND STATE UNIVERSITY

• Opportunity for JD and MLS students to 
differentiate themselves 

• Interdisciplinary
• Experiential Learning Opportunity
• Affiliation with the Center for 

Cybersecurity and Privacy Protection

Learning Outcomes Main Imagery

Other Multimedia

https://www.law.csuohio.edu/academics/centersandprograms/cybersecurity#:~:text=The%20Center%20for%20Cybersecurity%20and,on%20cybersecurity%20and%20privacy%20issues.
https://www.law.csuohio.edu/academics/centersandprograms/cybersecurity#:~:text=The%20Center%20for%20Cybersecurity%20and,on%20cybersecurity%20and%20privacy%20issues.
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Student Support Services/Co-Curricular Features

CLEVELAND STATE UNIVERSITY

DEI Initiative

Student Support
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Indiana University - Bloomington
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Overview

INDIANA UNIVERSITY - BLOOMINGTON

Program name: Cybersecurity Law and Policy
Graduate Certificate

Offering college: Maurer School of Law

Main program webpage URL: 
https://law.indiana.edu/academics/cyber-certs/law-and-
policy.html

Online Program Page:
https://online.iu.edu/degrees/cybersecurity-law-and-policy-
certificate.html 

Main Program 
Page

Online Program 
Page

https://law.indiana.edu/academics/cyber-certs/law-and-policy.html
https://law.indiana.edu/academics/cyber-certs/law-and-policy.html
https://online.iu.edu/degrees/cybersecurity-law-and-policy-certificate.html
https://online.iu.edu/degrees/cybersecurity-law-and-policy-certificate.html
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Program Academic Details

INDIANA UNIVERSITY - BLOOMINGTON

Core and Elective 
Courses

Program Structure

Stackability

Prerequisite 
Coursework

Required Credit Hours, 
Cost/Credit, and Course 

Delivery
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Program Academic Details

INDIANA UNIVERSITY - BLOOMINGTON

Cost Per Credit Hour

Financial Aid

Total Cost Estimate

Affiliations

Accreditation
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Admissions and Enrollment

INDIANA UNIVERSITY - BLOOMINGTON

Chat Feature

Call to Action

Program Director

Program Start Dates

Application 
Requirements

Application Deadlines

Admission 
Requirements

Request for 
Information Forms
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Value Propositions
• Credit toward a master’s degree
• Interdisciplinary approach
• Preparation for in-demand careers
• Responsive to students
• Flexible, affordable

INDIANA UNIVERSITY - BLOOMINGTON

Main Value Proposition

Career Outcomes

Program Differentiators

Learning Outcomes
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Student Support Services/Co-Curricular Features

INDIANA UNIVERSITY - BLOOMINGTON

Support resources
Responsive to Students
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University of Southern California
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Overview

UNIVERSITY OF SOUTHERN CALIFORNIA

Program name: Privacy and Cybersecurity Certificate

Offering college: USC Gould School of Law

Main program webpage URL: 
https://gould.usc.edu/academics/certificates/privacy-
law/standalone/ 

Online Program Page:
https://online.usc.edu/programs/privacy-law-
cybersecurity-certificate/ 

Main Program Page

Online Program Page

https://gould.usc.edu/academics/certificates/privacy-law/standalone/
https://gould.usc.edu/academics/certificates/privacy-law/standalone/
https://online.usc.edu/programs/privacy-law-cybersecurity-certificate/
https://online.usc.edu/programs/privacy-law-cybersecurity-certificate/
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Program Academic Details

UNIVERSITY OF SOUTHERN CALIFORNIA

Credit Hours Required and 
Curriculum Overview

Course Descriptions

Learning Outcomes



Ohio State Online

20

Program Academic Details

UNIVERSITY OF SOUTHERN CALIFORNIA

Total Cost of Attendance

Scholarships

Financial Aid
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Admissions and Enrollment

UNIVERSITY OF SOUTHERN CALIFORNIA

Program Contact

Testing Requirements

Decision Timeline

Program Start Dates and App Deadlines

Prior Experience

Application 
Requirements

Admission 
Requirements

Request for 
Information Form
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Value Propositions
• Stackable into LLM and MSL programs
• Top-ranked law school
• Learn alongside MSL and LLM students
• Flexibility for working professionals
• Dynamic and engaging online learning environments

UNIVERSITY OF SOUTHERN CALIFORNIA

Main Value Proposition

Career Outcomes Learning Outcomes

Program Differentiators

Main Imagery

Other Multimedia



Ohio State Online

23

Student Support Services/Co-Curricular Features

UNIVERSITY OF SOUTHERN CALIFORNIA

Admissions Support
Student Support

Other Student Support
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Evidence-Based Effective Practices

Best Practices to Maximize Student Interest and Accommodate the Working Professional

• Rolling admissions: Ensure that the program has a rolling admissions process, whereby 
applications are evaluated as they are received, and students are notified in a timely manner 
about the status of their application

• 7-week courses: Optimal for working professionals, as they provide the flexibility needed to 
accommodate their busy lives

• 6 start dates/year: Multiple start dates allow working professional students the opportunity to 
enroll in programs that meet their needs when they want those needs met
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Observations & Considerations
• Comparable certificate programs offer 100% stackable credits into related master’s programs. 

Certificates can be earned as standalone or embedded certificates in related master’s programs, 
offering a differentiating factor for both the certificate and the associated degree programs. The 
college should consider how this certificate could be stacked into related degree programs 
outside of the proposed Master of Cybersecurity program.

• Consider how this graduate certificate may align with the Ohio State Master in the Study of Law’s 
concentrations and proposed online certificates. Creating pathways into currently offered 
Master’s programs through “stackable” credentials appeals to working professional students.

• Consider how this graduate certificate may contribute to an additional MPAL specialization or 
MPA “Stream.” Indiana University – Bloomington, offers a dual degree in Public Administration 
(MPA) and Cybersecurity Risk Management

https://oneill.indiana.edu/masters/degrees-certificates/dual-degrees/mpa/mpa-ms-cyber.html
https://oneill.indiana.edu/masters/degrees-certificates/dual-degrees/mpa/mpa-ms-cyber.html
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Observations & Considerations

• Consider how this program could align with industry-recognized credentials, such as the 
credentials issued by the International Association of Privacy Professionals, to help prepare 
students for further advancement in their field. Nationally, over 6,000 jobs in the past year 
mention at least one of these credentials in their job posting.

• Comparable programs offer pre-requisite courses in U.S. law and computing/technology for 
professionals who have no background in these fields. Students with backgrounds in these fields 
can bypass these courses to expedite the time to completion. Consider how this degree could be 
flexible to audiences with various professional experiences in law, cybersecurity, or policy.

https://iapp.org/certify/cipp/
https://buckeyemailosu.sharepoint.com/:b:/s/DistanceEducation-OhioStateOnline/EeIJtbCg4TdOsLN9-lbnom4BSPKenE1ZWGSls5GpsoZ40w?e=KfqeBo
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1 https://www.afit.edu/EN/programs.cfm?a=view&D=13
2 https://an.edu/programs/bachelors-degrees/cybersecurity-bachelors/
3 https://an.edu/programs/masters/master-of-science-cybersecurity/
4 https://www.antioch.edu/midwest/degrees-programs/undergraduate-studies/liberal-studies-ba/information-technology/
5 https://www.bw.edu/academics/undergraduate/cybersecurity-analyst/
6 http://www.belmontcollege.edu/current-students/programs-of-study/cyber-security-computer-forensics/
7 http://www.belmontcollege.edu/current-students/programs-of-study/cyber-security/
8 https://www.cedarville.edu/academic-programs/computer-science
9 https://www.cedarville.edu/academic-programs/cyber-operations
10 https://www.cedarville.edu/academic-programs/cybersecurity-management-graduate-certificate
11 https://www.cedarville.edu/academic-programs/mba-cybersecurity

Cybersecurity Programs in Ohio
Last Update: 5.20.2024

Air Force Institute of Technology – Graduate School of Engineering & Management Master of Science in Cyber Operations1
Dr. Robert Mills, PhD. | Professor | Robert.mills@afit.edu | 937-255-6565 x4527
Dr. Adedeji B. Badiru | Dean, Graduate School of Engineering & Management | 937-255-3636 ext. 4799

American National University Bachelor of Science in Cyber Security (Online)2

 Master of Science in Cyber Security (Online)3

James Webb | Program Director, Information Technology

Antioch University Midwest Bachelor of Arts in Liberal Studies, Information Technology—Cyber Security Concentration4

Hays Moulton | Chair, Undergraduate Programs | hmoulton@antioch.edu

Baldwin Wallace University
● Bachelor’s Degree, Cybersecurity Analyst Major5

Dr. Andrew Watkins, PhD. | Chair and Associate Professor, Computer Science and Engineering Department |
anwatkin@bw.edu | 440-826-2396

Belmont College Associate of Information Technology, Cyber Security & Computer Forensics6

 Cyber Security Certificate7

David McLeod | Temporary Full-Time Professor, Information Technology | dmcleod@belmontcollege.edu |
(740)695-9500 Ext. 1198

C-TEC Cyber Security Program
Lauren Massie | Director of Adult Education | lmassie@c-tec.edu | 740-364-2832

Cedarville University Bachelor of Science in Computer Science, Cyber Operations Specialization8

 Bachelor of Science in Cyber Operations9 Graduate Business Certificate in Cybersecurity Management (online)10

 MBA in Cybersecurity Management (online)11

https://www.afit.edu/EN/programs.cfm?a=view&D=13
https://an.edu/programs/bachelors-degrees/cybersecurity-bachelors/
https://an.edu/programs/masters/master-of-science-cybersecurity/
https://www.antioch.edu/midwest/degrees-programs/undergraduate-studies/liberal-studies-ba/information-technology/
https://www.bw.edu/academics/undergraduate/cybersecurity-analyst/
http://www.belmontcollege.edu/current-students/programs-of-study/cyber-security-computer-forensics/
http://www.belmontcollege.edu/current-students/programs-of-study/cyber-security/
https://www.cedarville.edu/academic-programs/computer-science
https://www.cedarville.edu/academic-programs/cyber-operations
https://www.cedarville.edu/academic-programs/cybersecurity-management-graduate-certificate
https://www.cedarville.edu/academic-programs/mba-cybersecurity
mailto:Robert.mills@afit.edu
mailto:hmoulton@antioch.edu
mailto:anwatkin@bw.edu
mailto:dmcleod@belmontcollege.edu%20 
mailto:lmassie@c-tec.edu
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12 https://www.clarkstate.edu/academics/degrees-and-certificates/computer-and-information-technology/cybersecurity-information-
assurance-technology/
13 https://www.clarkstate.edu/academics/degrees-and-certificates/computer-and-information-technology/cybersecurity-short-term-
technical-certificate/
14 https://www.wright.edu/sites/www.wright.edu/files/page/attachments/Clark_Computer Science_BA_Cyber.pdf
15 https://catalog.cscc.edu/programs/Computer Science - Cybersecurity Major AASl16 https://catalog.cscc.edu/programs/IT%20Security%20Stackable%20Certificate
17 https://www.tri-c.edu/programs/information-technology/cyber-security/cyber-security-analytics-certificate.html
18 http://www.tri-c.edu/programs/information-technology/professional-development/cyber-security/network-administration-and-
support.html
19 https://www.tri-c.edu/programs/information-technology/cyber-security/cybersecurity-associate-of-applied-business.html
20 https://www.tri-c.edu/programs/information-technology/programming-and-development/programming-development-at-tri-c.html
21 https://www.tri-c.edu/programs/information-technology/cyber-security/cybersecurity-post-degree-professional-certificate.html
22 http://www.defiance.edu/academics/sm/cyber-forensics/index.html
23 http://www.defiance.edu/academics/sm/cybersecurity-minor.html

Dr. Bob Chasnov | Dean, School of Engineering and Computer Science | chasnovr@cedarville.edu | 937-766-
7683
Dr. Seth Hamman, PhD. | Director, Associate Professor Cyber Operations and Computer Science | 937-766-
7686
Dr. Jeffrey Haymond, PhD. | Dean School of Business Administration; Professor of Economics | 937-766-4442

Clark State Community College Associate of CyberSecurity/Information Assurance Technology12

 Cyber Security Short-Term Technical Certificate13

 Agreement with Wright State to major in Cyber Security (Clark State – Wright State)14
Dr. Aimee Belanger-Haas, PhD. | Dean of Business and Applied Tech | 937-328-6038

Columbus State Community College Associate of Applied Science in Computer Science - Cyber Security15

 IT Security Stackable Certificate16

David Nowak, MBA | Interim Chairperson, Information Systems Technology | dnowak1@cscc.edu | 614-287-
2554

Cuyahoga Community College Cyber Security Analytics Certificate17

 Network Administration and Support18

 Associate of Applied Business in Cybersecurity19 Associate of Applies Business in Information Technology – Programming and Development, with a
Concentration in Quality Assurance20 Cybersecurity Post Degree Professional Certificate21

Dr. Keith Lyons, PhD. | Professor, IT Center of Excellence | keith.lyons@tri-c.edu
Office of Information Technology Training | computertraining@tri-c.edu

Defiance College Bachelor of Science in Cyber-Forensics22

 Minor in Cybersecurity23

Timothy Wedge, M.A. | Associate Professor, Cyber-Forensics| twedge@defiance.edu

Eastland-Fairfield Career & Technical Schools

https://www.clarkstate.edu/academics/degrees-and-certificates/computer-and-information-technology/cybersecurity-information-assurance-technology/
https://www.clarkstate.edu/academics/degrees-and-certificates/computer-and-information-technology/cybersecurity-information-assurance-technology/
https://www.clarkstate.edu/academics/degrees-and-certificates/computer-and-information-technology/cybersecurity-short-term-technical-certificate/
https://www.clarkstate.edu/academics/degrees-and-certificates/computer-and-information-technology/cybersecurity-short-term-technical-certificate/
https://www.wright.edu/sites/www.wright.edu/files/page/attachments/Clark_Computer%20Science_BA_Cyber.pdf
https://catalog.cscc.edu/programs/Computer%20Science%20-%20Cybersecurity%20Major%20AAS
https://catalog.cscc.edu/programs/IT%20Security%20Stackable%20Certificate
https://www.tri-c.edu/programs/information-technology/cyber-security/cyber-security-analytics-certificate.html
http://www.tri-c.edu/programs/information-technology/professional-development/cyber-security/network-administration-and-support.html
http://www.tri-c.edu/programs/information-technology/professional-development/cyber-security/network-administration-and-support.html
https://www.tri-c.edu/programs/information-technology/cyber-security/cybersecurity-associate-of-applied-business.html
https://www.tri-c.edu/programs/information-technology/programming-and-development/programming-development-at-tri-c.html
https://www.tri-c.edu/programs/information-technology/cyber-security/cybersecurity-post-degree-professional-certificate.html
http://www.defiance.edu/academics/sm/cyber-forensics/index.html
http://www.defiance.edu/academics/sm/cybersecurity-minor.html
mailto:chasnovr@cedarville.edu
mailto:dnowak1@cscc.edu
mailto:keith.lyons@tri-c.edu
mailto:computertraining@tri-c.edu
mailto:twedge@defiance.edu
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24 http://www.eastlandfairfield.com/ProgramsandCourses.aspx
25 http://catalog.edisonohio.edu/preview_program.php?catoid=25&poid=5279&returnto=3234
26 http://catalog.edisonohio.edu/preview_program.php?catoid=26&poid=5795&returnto=3630
27 https://www.franklin.edu/degrees/associates/cybersecurity
28 https://www.franklin.edu/degrees/bachelors/cybersecurity
29 https://www.franklin.edu/degrees/masters/cybersecurity
30 https://www.hocking.edu/cyber-security-and-network-systems
31 http://catalog.kent.edu/colleges/ap/computer-forensics-security-minor/
32 http://catalog.kent.edu/colleges/as/cs/computer-science-bs/
33 http://catalog.kent.edu/colleges/ap/information-technology-b
34 http://catalog.kent.edu/colleges/as/cs/computer-science-ms/
35 http://catalog.kent.edu/colleges/ap/computer-forensics-information-security-undergraduate-certificate/
36 https://www.lakelandcc.edu/web/about/cybersecurity
37 https://www.lakelandcc.edu/web/about/cybersecurity

 Network and Cybersecurity Specialist24

Angela Ward | Director, Workforce Development | AWard@efcts.us | 614-836-4541

Edison State Community College Associate of Applied Business in Cybersecurity25

 Computer Information Systems – Networking & Computer Information Systems – Systems
Administration (Less-Than-One-Year Technical Certificate)26

Rich Valerio | Director, Cybersecurity Program | rvalerio@edisonohio.edu | 937-778-7825

Franklin University Associate of Science in Cybersecurity27

 Bachelor of Science in Cyber Security (online)28

 Master of Science in Cybersecurity29

Dr. Todd Whittaker, PhD. | Program Chair, Information Technology and Cybersecurity |
Todd.whittaker@franklin.edu

Hocking College Associate of Cybersecurity and Network Systems30

Jacob Bookman | Network Engineering & Information Technology | bookmanj22847@hocking.edu

Kent State University Computer Forensics and Security - Minor31

 Bachelor of Science in Computer Science with a Concentration in Information Security32

 Bachelor of Science in Information Technology with a Concentration in Cybersecurity and
Forensics33

 Master of Science in Computer Science with a Concentration in Computer Security34

 Computer Forensics and Information Security - Undergraduate Certificate35

Dr. Javed Khan, PhD. | Chair, Department of Computer Science | javed@kent.edu | 330-672-9055

Lakeland Community College Associate of Applied Business with a Concentration in Cybersecurity36

 IT Professional Certificate with Cybersecurity Focus37

Jennifer Crissman | Professor/Department Chair, Information Technology and Computer Science |
jcrissman@lakelandcc.edu | 440-525-7267

http://www.eastlandfairfield.com/ProgramsandCourses.aspx
http://catalog.edisonohio.edu/preview_program.php?catoid=25&poid=5279&returnto=3234
http://catalog.edisonohio.edu/preview_program.php?catoid=26&poid=5795&returnto=3630
https://www.franklin.edu/degrees/associates/cybersecurity
https://www.franklin.edu/degrees/bachelors/cybersecurity
https://www.franklin.edu/degrees/masters/cybersecurity
https://www.hocking.edu/cyber-security-and-network-systems
http://catalog.kent.edu/colleges/ap/computer-forensics-security-minor/
http://catalog.kent.edu/colleges/as/cs/computer-science-bs/
http://catalog.kent.edu/colleges/ap/information-technology-b
http://catalog.kent.edu/colleges/as/cs/computer-science-ms/
http://catalog.kent.edu/colleges/ap/computer-forensics-information-security-undergraduate-certificate/
https://www.lakelandcc.edu/web/about/cybersecurity
https://www.lakelandcc.edu/web/about/cybersecurity
mailto:AWard@efcts.us
mailto:rvalerio@edisonohio.edu
mailto:Todd.whittaker@franklin.edu
mailto:bookmanj22847@hocking.edu
mailto:javed@kent.edu
mailto:jcrissman@lakelandcc.edu
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38 https://www.lorainccc.edu/it/associate-of-applied-science-in-computer-engineering-technology-computer-and-digital-forensics-
major/
39 https://www.lorainccc.edu/it/associate-applied-science-cyber-information-security/
40 https://www.lorainccc.edu/it/computer-security/computer-information-systems-information-security-for-business-short-term-
certificate/
41 https://www.lorainccc.edu/it/computer-security/computer-information-systems-network-security-foundations-short-term-certificate/
42 https://www.lorainccc.edu/it/computer-science-engineering-and-technology/computer-digital-forensics-one-year-certificate/
43 https://www.mtc.edu/course/cyber-security/
44 https://www.mtc.edu/course/networking/
45 https://www.mtc.edu/course/cit-networking-certificate/
46 https://www.mtc.edu/course/cyber-security/
47 https://www.malone.edu/academics/undergraduate/majors-minors/cybersecurity/
48 https://miamioh.edu/cybersecurity
49 https://mvnu.edu/online/undergraduate/computer-sci/
50 https://ncstatecollege.edu/associate-degrees/information-technology-cyber-security/

Lorain County Community College Associate of Applied Science in Computer Engineering Technology- Computer and Digital Forensics
Major38

 Associate of Applied Science in Cyber and Information Security39 Computer Information Systems-Information Security for Business Short-Term Certificate40

 Computer Information Systems –Network Security Foundations Short-Term Certificate41

 Computer & Digital Forensics One Year Certificate42

Kelly A. Zelesnik | Dean, Division of Engineer, Business, and Information Technologies |
jzelesni@lorainccc.edu | 440-366-7028

Marion Technical College Associate of Computer Information Technology with a Concentration in Cyber Security43

 Associate of Computer Information Technology with a Networking Option44

 Computer Information Technology – Networking Certificate45

 Cyber Security Analyst – One-year Technical Certificate46

Deb Stark | Dean, Technical and Professional Programs | starkd@mtc.edu | 740-386-4165

Malone University Bachelor of Arts in Cybersecurity47

Dr. James F. Glasgow | Professor of Computer Science | jglasgow@malone.edu

Miami University Bachelor of Science in Cybersecurity48

Scott Campbell | Senior Director of Technology | campbest@miamioh.edu | 513-529-0360

Mount Vernon Nazarene University Bachelor of Science in Management Information Systems, Cybersecurity Concentration49

Dr. Aaron Burgess | Assistant Professor of Management | Aaron.Burgess@mvnu.edu | 513.746-0726

North Central State College Associate of Applied Science in Information Technology – Cyber Security50

https://www.lorainccc.edu/it/associate-of-applied-science-in-computer-engineering-technology-computer-and-digital-forensics-major/
https://www.lorainccc.edu/it/associate-of-applied-science-in-computer-engineering-technology-computer-and-digital-forensics-major/
https://www.lorainccc.edu/it/associate-applied-science-cyber-information-security/
https://www.lorainccc.edu/it/computer-security/computer-information-systems-information-security-for-business-short-term-certificate/
https://www.lorainccc.edu/it/computer-security/computer-information-systems-information-security-for-business-short-term-certificate/
https://www.lorainccc.edu/it/computer-security/computer-information-systems-network-security-foundations-short-term-certificate/
https://www.lorainccc.edu/it/computer-science-engineering-and-technology/computer-digital-forensics-one-year-certificate/
https://www.mtc.edu/course/cyber-security/
https://www.mtc.edu/course/networking/
https://www.mtc.edu/course/cit-networking-certificate/
https://www.mtc.edu/course/cyber-security/
https://gcc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.malone.edu%2Facademics%2Fundergraduate%2Fmajors-minors%2Fcybersecurity%2F&data=04%7C01%7CSchadwell%40highered.ohio.gov%7Cd589e813b88d45298d4808d8c15c7ac8%7C50f8fcc494d84f0784eb36ed57c7c8a2%7C0%7C0%7C637471950266474177%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=nvVBX9axFOtAGFPaHHR6yx18uaKGI9HHEv2bmJqa7ds%3D&reserved=0
https://usg01.safelinks.protection.office365.us/?url=https%3A%2F%2Fmiamioh.edu%2Fcybersecurity&data=05%7C01%7Cmark.a.bell16.nfg%40army.mil%7Ced0734de01f34f8f2d5c08db557c9912%7Cfae6d70f954b481192b60530d6f84c43%7C0%7C0%7C638197765866403788%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=ZyEarBniIX2z7f64T%2Fzbn9KlkmZLvM7XerztDoxGq6w%3D&reserved=0
https://mvnu.edu/online/undergraduate/computer-sci/
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51 https://www.ncstatecollege.edu/cms/certificates/security-essentials
52 https://www.ncstatecollege.edu/cms/certificates/network-security-essentials
53 https://www.ncstatecollege.edu/cms/certificates/network-administration-management
54 https://ncstatecollege.edu/certificates/cyber-security-network-defense
55 https://northweststate.edu/cybersecurity-network-administration
56 https://northweststate.edu/wp-content/uploads/files/20.02Cybersecurity-Certificate.pdf
57 https://www.notredamecollege.edu/academicprograms/cybersecurity/
58 https://www.notredamecollege.edu/academicprograms/cybersecurity/
59 https://www.ohiodominican.edu/future-students/odu-news-events/news-item/2022/09/07/odu-introduces-new-
technology-focused-undergraduate-majors
60https://cse.osu.edu/current-students/undergraduate/majors
61 https://www.owens.edu/academics/program/security-tech-cert.html
62 https://www.owens.edu/academics/program/cyber-security.html
63http://www.rhodesstate.edu/en/Current%20Students/Academic%20Programs/Division%20of%20Business%20Technology%20and%
20Public%20Service/Network%20Security/Cyber%20Security%20Certificate.aspx

 Security Essentials Certificate51

 Network Security Essentials Certificate52

 Network Security Administration/Management Certificate53

 Cyber Security Network Defense Certificate54

Carmen Morrison, M.I.S. | Assistant Professor/Program Coordinator, Information Technology |
cmorrison@ncstatecollege.edu
Mohamed Ghonimy, M.S. | Assistant Professor, Cyber Security | mghonimy@ncstatecollege.edu | 419-755-
4528

Northwest State Community College Associate of Cybersecurity and Network Administration55

 Cybersecurity Short-Term Certificate56

Ryan Hamilton | Dean, STEM and Industrial Technology Division | rhamilton@NorthwestState.edu |
419-267-1273
Tony Hills | Full-Time IT Faculty | thills@northweststate.edu | 419-267-1354

Notre Dame College Bachelor of Arts in Cybersecurity (also available online)57

 Minor in Cybersecurity (also available online)58

Florentine Hoelker | Dean, Finn Center for Adult, Online and Graduate programs | fhoelker@ndc.edu
Ken Palko | Associate Professor and Chair, Arts and Humanities Division | kpalko@ndc.edu | 216-373-5296

Ohio Dominican University Bachelor of Science in Cybersecurity, Data Science, and Information Technology59

Tom Brockman | Vice President for University Advancement and Marketing | brockmat2@ohiodominican.edu |
614-251-4453

The Ohio State University Bachelor of Science in Computer Science and Engineering – Focus in Information and Computation
Assurance60

Xiaodong Zhang | Critchfield Endowed Chair, Computer Science and Engineering | Zhang.574@osu.edu

Owens Community College Security Tech Certificate61 Associate of Applied Science in Cybersecurity62

Rhodes State College Cyber Security Certificate63
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http://www.rhodesstate.edu/en/Current%20Students/Academic%20Programs/Division%20of%20Business%20Technology%20and%20Public%20Service/Network%20Security/Cyber%20Security%20Certificate.aspx
mailto:cmorrison@ncstatecollege.edu
mailto:mghonimy@ncstatecollege.edu
mailto:dburklo@NorthwestState.edu
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64http://www.rhodesstate.edu/Current%20Students/Academic%20Programs/Division%20of%20Business%20Technology%20and%20
Public%20Service/Network%20Security.aspx
65 https://www.shawnee.edu/areas-study/college-professional-studies/business-administration/minors
66 https://www.shawnee.edu/areas-study/college-professional-studies/business-administration/associate-degrees/information-security
67https://www.sinclair.edu/program/params/programCode/CYIT-S-AAS/
68https://sinclair.edu/program/params/programCode/NEMA-S-AAS/
69https://www.sinclair.edu/program/params/programCode/ISSC-S-STC/
70https://www.sinclair.edu/program/params/programCode/NESA-S-STC/
71 https://sinclair.edu/program/params/programCode/CYSEC-S-CRT/
72 https://www.sscc.edu/academics/programs/computer-science.shtml
73 https://www.sscc.edu/academics/associate/computer-technology-uc-partnership.shtml
74 https://www.starkstate.edu/academics/programs/cyber-security-and-computer-forensics-technology/
75 https://www.starkstate.edu/academics/programs/computer-network-administration-and-security-technology/
76 http://catalog.terra.edu/preview_program.php?catoid=3&poid=305&returnto=111

 Associate of Applied Science in Network Security64

Diane Miller | Chair, Information and Emerging Technology | Miller.D@RhodesState.edu | 419-995-8140

Shawnee State University Minor in Cybersecurity65

 Associate in Applied Business in Information Security66

 Bachelor of Science in Information Security
Janice Johnson | Associate Professor and Chair, Department of Business | jjohnson@shawnee.edu | 740-351-
3347

Sinclair Community College Associate of Applied Science--Cyber Investigation Technology67: Associate of Applied Science-- Computer Information Systems/Secure System Administration68

 Information Systems Security – Short-Term Technical Certificate69

 Network Engineering Security Associate – Short-Term Technical Certificate70

 Cyber Investigation – One-Year Technical Certificate71

Kyle Jones | Associate Professor/Chair, Computer Information Systems Department |
Kyle.jones4990@sinclair.edu | 937-512-2412

Southern State Community College Associate of Applied Science in Computer Technology with a focus in Cybersecurity72

 Partnership with UC to earn a Bachelor of Science in Information Technology – Cybersecurity73

Josh Montgomery, M.I.S. | Associate Professor, Computer Science | jmontgomery@sscc.edu | 800-628-7722
ext. 3678

Stark State College Associate of Science in Cyber Security and Computer Forensics Technology74

 Associate of Applied Science in Computer Network Administration and Security Technology75

Dr. Larry Ray, PhD. | Department Chair, Information Technology| lray@starkstate.edu | 330-494-6170

Terra State Community College Associate of Applied Science in Systems and Networking Support (includes all of Terra State’s cyber
security courses)76

http://www.rhodesstate.edu/Current%20Students/Academic%20Programs/Division%20of%20Business%20Technology%20and%20Public%20Service/Network%20Security.aspx
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77 https://www.tiffin.edu/cybersecurity
78 https://www.tiffin.edu/digital-forensics
79 https://www.tiffin.edu/academics/graduate/master-science/cyber-security
80 https://www.tucybercenter.org/
81https://www.uakron.edu/academics_majors/undergraduate/programs_detail.dot?programId=6f9338b4-154c-4a8c-bf43-
8006ae0aa9df&pageTitle=Undergraduate majors&crumbTitle=Computer Information Systems | Cybersecurity (bachelor%27s degree)
82 https://bulletin.uakron.edu/undergraduate/colleges-programs/applied-science-technology/business-information-
technology/computer-information-systems-digital-forensics-technology-option-bs/#recommendedsequencetext
83 https://www.uakron.edu/academics_majors/undergraduate/programs_detail.dot?programId=e692db09-538e-4c64-bd39-
3c3664afe2e6&pageTitle=Undergraduate majors&crumbTitle=Computer Information Systems (associate degree)
84 https://webapps2.uc.edu/ecurriculum/degreeprograms/program/detail/20CRT-CYBR-C1
85https://cech.uc.edu/schools/it/academics/undergrad-programs/foundations-of-cybersecurity.html
86 https://webapps2.uc.edu/ecurriculum/degreeprograms/program/detail/20GC-CPCO-GC
87 https://cech.uc.edu/schools/it/academics/undergrad-
programs/bachelorsofscienceininformationtechnology/bsinformatiotechnology.html
88 https://cech.uc.edu/schools/it/academics/undergrad-programs/bachelorsofscienceininformationtechnology.html
89 https://ceas.uc.edu/academics/departments/electrical-engineering-computer-science/degrees-programs/cybersecurity-
engineering-bachelor-of-science.html
90 https://cech.uc.edu/schools/it/academics/grad-programs/masters-information-technology/Master-of-Science-in-Information-
Technology.html
91 https://online.uc.edu/programs/ms-information-technology/
92 http://ceas.uc.edu/programs_degrees/MasterOfEngineering/degrees---on-campus.html#CS
93 https://ceas.uc.edu/academics/departments/electrical-engineering-computer-science/degrees-programs/computer-science-master-of-
science.html

Haley Crabtree, M.B.A. | Associate Professor, Computer Information Systems | hcrabtree01@terra.edu | 419-
559-2314
Abby Meyer | Academic and Career Advisor | Ameyers02@terra.edu

Tiffin University Bachelor of Arts in Cyber Security77

 Bachelor of Criminal Justice in Digital Forensics78

 Master of Science in Cybersecurity79

 Center for Cyber Defense & Forensics80

David Selnick, M.A. | Vice Provost and Dean, School of Criminal Justice and Social Sciences |
selnickdj@tiffin.edu

University of Akron Bachelor of Science in Computer Information Systems - Cyber Security Option81

 Bachelor of Science in Computer Information Systems, Digital Forensics Technology Option82

 Associate in Computer Information Systems (with security component)83

Stanley Smith | Program Director, Computer Information Systems – Cybersecurity, Digital Forensics|
shsmith@uakron.edu | 330-972-6950

University of Cincinnati: Certificate in Cyber Operations84

 Certificate in Foundations of Cybersecurity85 Graduate Certificate in Cyber Operations86

 Bachelor of Science in Information Technology – Cybersecurity87

 Bachelor of Science in Information Technology – Cybersecurity Specialization (Online)88

 Bachelor of Science in Cybersecurity Engineering89

 Master of Science in Information Technology in Cybersecurity90

 Online Master of Science in Information Technology in Cybersecurity91

 Master of Engineering, Artificial Intelligence & Cyber Security Concentration92

 Master of Science in Computer Science, Cyber Operations Track93
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94 https://cech.uc.edu/schools/it/undergrad-programs/bachelor-cybersecurity/bachelor-cybersecurity-curriculum.html
95 https://ceas.uc.edu/academics/departments/electrical-engineering-computer-science/degrees-programs/computer-science-
engineering-phd.html
96 https://udayton.edu/business/graduate-academics/graduate_certificates/cyber_security.php
97 https://www.udayton.edu/cybersecurity/
98https://udayton.edu/business/undergraduate-academics/management-information-systems-bsba.php
99 https://udayton.edu/artssciences/academics/criminaljustice/academics/criminal-justice-cyber.php
100 https://udayton.edu/business/undergraduate-academics/cyber-security-management-minor.php
101 https://udayton.edu/business/graduate-academics/graduate_certificates/cyber_security.php
102 https://www.findlay.edu/sciences/computer-science/information-assurance
103 https://www.findlay.edu/sciences/applied-security-analytics-masters/information-assurance-certificate
104 https://www.findlay.edu/sciences/ms-applied-security-analytics/
105https://www.mountunion.edu/computer-and-network-science - :~:text=The computer and network security,skills through hands-on
experience.&text=The minor in computer and,a program in computer science.

 Master of Science in Cybersecurity Engineering94

 Doctor of Philosophy in Computer Science and Engineering, Cyber Operations track95

Teresa Hamad | Program Manager, College of Engineering and Applied Science | hamadt@ucmail.edu | 513-
556-2833
Dr. Hazem Said, PhD. | Professor, School of Information Technology | saidhm@ucmail.uc.edu | 513-556-4874
Dr. Marc M. Cahay, PhD. | Professor and Department Head, Electrical Engineering & Computer Science |
cahaymm@ucmail.uc.edu | 513-556-4754

University of Dayton Graduate Certificate in Cyber-Security Management96

 Center for Cybersecurity & Data Intelligence97

 Bachelor of Science in Business Administration, Management Information Systems with Minor in
Cyber Security Management98

 Bachelor of Arts in Criminal Justice, Cyber-Security Management Concentration99 Minor in Cyber Security Management100

 Certificate in Cyber-Security Management101

Dr. John Mittelstaedt, PhD. | Dean and Professor, School of Business Administration | 937-229-3349
Dr. Jayesh Prasad, PhD. | Professor and Chairperson, Department of MIS, Operations Management, and
Decision Sciences | Prasad@udayton.edu
Dr. Eric Balster, PhD. | Department Chair and Professor, Electrical and Computer Engineering | 937-229-3611
Dr. Martha Henderson Hundley | Professor and Director, Criminal Justice Studies Program | 937-229-2459
Guru Subramanyam | Professor, Joint Appointment with Bioengineering Graduate Program |
Gsubramanyam1@udayton.edu

University of Findlay Bachelor of Science Degree in Computer Science with an emphasis in Information Assurance102

 Certificate in Information Assurance103

 Master of Science in Applied Security and Analytics104

Dr. Helen Schneider, PhD. | Professor and Chair of Computer Science | schneider@findlay.edu | 419-434-4554

University of Mount Union Minor in Computer and Network Security105

Blase Cindric | Department Chair and Associate Professor, Computer Science and Information Systems |
cindricbb@mountunion.edu | 330-829-6649
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106 http://www.unoh.edu/files/college-of-occupational-
professions/Associate%20-%20Information%20Technology%20-%20Network%20Security.pdf
107 https://catalog.utoledo.edu/undergraduate/business-innovation/minors/business-information-security-cybersecurity/
108 https://www.utoledo.edu/Programs/grad/Cyber-Security
109 https://www.utoledo.edu/Programs/grad/Cyber-Security
110 https://www.utoledo.edu/engineering/graduate-studies/cyber-certificate.html
111 https://valley.edu/programs/cybersecurity-training/
112 https://valley.edu/programs/cybersecurity-training/
113 https://www.mywccc.org/InformationTechnology1.aspx
114 http://www.wscc.edu/programs-and-certificates/ats/cyber-security.html
115 https://www.wgu.edu/online-it-degrees/cybersecurity-information-assurance-bachelors-program.html
116 http://www.wgu.edu/online_it_degrees/cybersecurity_information_assurance_master_degree
117 http://www.wittenberg.edu/academics/computerscience.html

University of Northwestern Ohio Associate of Applied Business in Network Security106

Tim Fitzpatrick | Dean of the College of Business, Health, & Occupational Professions | tfitzpatrick@unoh.edu

University of Toledo Minor in Business Information Security (Cybersecurity)107

 Master of Cyber Security108

 Master of Science in Cybersecurity109

 Graduate Certificate Program in Cyber Security110

Jeffrey Osthimer, M.Ed. | Chair and Associate Professor, Business Technology | Jeffrey.osthimer@utoledo.edu |
419-530-3357
Dr. Ahmad Y. Javaid, PhD. | Assistant Professor | ahmad.javaid@utoledo.edu | 419-530-8260
Dr. Weiqing Sun, PhD. | Program Director and Associate Professor, MS Cybersecurity Program |
weigqing.sun@utoledo.edu | 419-530-3273

Valley College Cybersecurity Associate’s Degree111

 Cybersecurity Bachelor’s Degree112

Warren County Career Center CompTIA Security+ Certificate113

Gary Patton | gary.patton@mywccc.org | 513-932-8145 ext. 5297

Washington State Community College Associate of Technical Studies in Cyber Security and Investigation114

 Cyber Security - One-Year Technical Certificate
Dr. Adam Beatty, PhD. | abeatty@wscc.edu | 740-885-5725

Western Governors University: Bachelor of Science, Cybersecurity and Information Assurance115

 Master of Science, Cyber Security and Information Assurance116

Mike Morris, MAIS | Associate Director, Center for Cyber Education; Program Chair, Cybersecurity Programs |
mike.morris@wgu.edu | 385-428-5554

Wittenberg University Bachelor of Computer Science with a Concentration in Cyber Security117

Dr. Adam Parker, PhD. | Professor of Mathematics, Chair of the Department of Mathematics and Computer
Science | aparker@wittenberg.edu | 937-327-7864

http://www.unoh.edu/files/college-of-occupational-professions/Associate%20-%20Information%20Technology%20-%20Network%20Security.pdf
http://www.unoh.edu/files/college-of-occupational-professions/Associate%20-%20Information%20Technology%20-%20Network%20Security.pdf
https://catalog.utoledo.edu/undergraduate/business-innovation/minors/business-information-security-cybersecurity/
mailto:https://www.utoledo.edu/Programs/grad/Cyber-Security
https://www.utoledo.edu/Programs/grad/Cyber-Security
https://www.utoledo.edu/engineering/graduate-studies/cyber-certificate.html
https://valley.edu/programs/cybersecurity-training/
https://valley.edu/programs/cybersecurity-training/
https://www.mywccc.org/InformationTechnology1.aspx
http://www.wscc.edu/programs-and-certificates/ats/cyber-security.html
https://www.wgu.edu/online-it-degrees/cybersecurity-information-assurance-bachelors-program.html
http://www.wgu.edu/online_it_degrees/cybersecurity_information_assurance_master_degree
http://www.wittenberg.edu/academics/computerscience.html
mailto:tfitzpatrick@unoh.edu
mailto:Jeffrey.osthimer@utoledo.edu
mailto:ahmad.javaid@utoledo.edu
mailto:weigqing.sun@utoledo.edu
mailto:gary.patton@mywccc.org
mailto:abeatty@wscc.edu
mailto:mike.morris@wgu.edu
mailto:aparker@wittenberg.edu
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118 https://engineering-computer-science.wright.edu/computer-science-and-engineering/cyber-security-analytics-undergraduate-
certificate
119 https://engineering-computer-science.wright.edu/computer-science-and-engineering/cyber-security-analytics-undergraduate-
certificate
120https://engineering-computer-science.wright.edu/computer-science-and-engineering/bachelor-of-science-in-information-
technology-and-cybersecurity
121 https://engineering-computer-science.wright.edu/computer-science-and-engineering/cyber-security-analytics-graduate-certificate
122 https://engineering-computer-science.wright.edu/computer-science-and-engineering/degrees-and-certificates/master-of-science-in-
cyber-security
123 http://www.ysu.edu/academics/science-technology-engineering-mathematics/computer-information-systems-major
124 https://www.zanestate.edu/programs/it/cyber-aa/

Wright State University Certificate in Cyber Security Analytics118

 Associate of Applied Science in Information Technology and Cybersecurity Bachelor of Arts or Bachelor of Science in Computer Science with Cyber Security Analytics
Certificate119

 Bachelor of Science in Information Technology and Cybersecurity120 Graduate level certificate in Cyber Security121

 Master of Science in Cyber Security122

Dr. Brian D. Rigling, PhD. | Professor and Dean, College of Engineering and Computer Science |
brian.rigling@wright.edu | 937-775-5001
Dr. Nathan W. Klingbeil | Professor, Mechanical and Materials Engineering | nathan.klingbeil@wright.edu |
937-775-5159

Youngstown State University Major in Computer Information Systems123

Dr. Kriss Schueller | Professor and Acting Chair of Computer Science and Information Systems |
kaschueller@ysu.edu

Zane State College Cybersecurity Associate Degree124

Will Bailey | wbailey@zanestate.edu

https://engineering-computer-science.wright.edu/computer-science-and-engineering/cyber-security-analytics-undergraduate-certificate
https://engineering-computer-science.wright.edu/computer-science-and-engineering/cyber-security-analytics-undergraduate-certificate
https://engineering-computer-science.wright.edu/computer-science-and-engineering/cyber-security-analytics-undergraduate-certificate
https://engineering-computer-science.wright.edu/computer-science-and-engineering/cyber-security-analytics-undergraduate-certificate
https://engineering-computer-science.wright.edu/computer-science-and-engineering/bachelor-of-science-in-information-technology-and-cybersecurity
https://engineering-computer-science.wright.edu/computer-science-and-engineering/bachelor-of-science-in-information-technology-and-cybersecurity
https://engineering-computer-science.wright.edu/computer-science-and-engineering/cyber-security-analytics-graduate-certificate
https://engineering-computer-science.wright.edu/computer-science-and-engineering/degrees-and-certificates/master-of-science-in-cyber-security
https://engineering-computer-science.wright.edu/computer-science-and-engineering/degrees-and-certificates/master-of-science-in-cyber-security
http://www.ysu.edu/academics/science-technology-engineering-mathematics/computer-information-systems-major
mailto:brian.rigling@wright.edu
mailto:nathan.klingbeil@wright.edu
mailto:kaschueller@ysu.edu
mailto:wbailey@zanestate.edu
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